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Understand the MAD and Non-MAD

Before you operate Mifare Card Issuer (Programmer), you have to know something about MAD and

Non-MAD.

MAD Format Card Non-MAD Format Card
MAD Block O Manufacturer Code Block O Manufacturer Code
Sector(0) Block 1 MAD Sector 0O Block 1 Other User Data
Block 2 | AID(n) Block 2
Vi
Block 3 Sector Security Block 3 Sector Security
/ Block 0O Block O
Application | Block 1 User Data Application | Block 1 User Data
Sector (n) Block 2 Sector Block 2
Block 3 Sector Security (fixed) Block 3 Sector Security

When using MAD application, Mifare Application Directory (MAD) is stored at sector O for Mifare Standard 1K
card (or at sector 0 and sector 16 for Mifare standard 4K card) According to MAD, get AID and its mating
Application Sector number. When using Non-MAD application, the parameter of Non-MAD Sector number will

directly lead the Application Sector Number.

Card Security will be update as below after issued card:

MAD Sector | Block O | Manufacturer Code

Sector (0) | Block 1 MAD

Block 2 | AID

Block 3 | KEY_A' is Read Only, MAD Admin Key? is Read/Write (KEY_B)

Application | Block O

Sector (n) | Block 1 User Data

Block 2

Block 3 | App Key® is read only (KEY_A), App Admin Key* is Read/Write (KEY_B)

1. KEY_A=A0A1A2A3A4AS5, this is the fixed KEY of MAD, it can be used for read only.

2. MAD Admin Key is the key for the MAD card issuer to manage MAD card. It can be used for Read and Write.

3. App Key is the key for the MF700/LBR700 reader to read the data or Application Sector. It can be used for Read
only..

4, App Admin Key is the key for the Application manager to issue the card and write data into the card. It can be used

for Read and Write.



Configure the Parameters of MF700/LBR700 Card Issue
According to MAD or Non-MAD application, you have to set the Card Issuer parameters before issuing the
card.

Click [Configure] to begin settings the parameters: (Example as below)

Configure ]

= [FEFFFFFFFEEE 1. MAD Admin Key (Default=FFFFFFFFFFFF,
753 KEY_B)

|-:| j The key is for the Administrator to plan the MAD

- [FEErrrrrrEes application and it can assign the AID and its mating
Sector number.

j 2. MAD-AID (Hex, Default=4703):

App Fe |5'?58T196-’J-’.'I-'_'I-'_'I
Max App Eectur5|1

If you have application AID from Mifare MAD group,

Pessword

j you may set this AID number into MAD-AID to

|Nnne

become the identifier of your application. (or you

Cancel |

may assign AlID number by yourself for your

application if you did not apply AID from Mifare MAD Group.). The default 4703 is AID for Access
Control & Security application of GIGA-TMS INC.

3. Non-MAD Sector# (Default=1)
For the Non-MAD application, you have to set Non-MAD Sector number. By means of this setting, the
User-Data is written into the Sector of the set Non-MAD Sector number. MF700/LBR700 Reader only
can read the data on the set Non-MAD sector if the card is Non-MAD format.

4. App Admin Key (Default=FFFFFFFFFFFF, KEY_B):
The key is used for managing the data in the Application Sector. It can be used for Reading and Writing
the data.

5. App Key (Default=FFFFFFFFFFFF, KEY_A)

The key can only read the data. MF700/LBR700/DF700 Reader is using the App Key to authenticate
with the card.

6. Max App Sectors (Default=1) for multi sectors in use.

7. Password (Default=Blank)
The Mifare Card Issuer software is with Logon Password protection. If you set with password, you have

to enter Password every time when you execute the Mifare Card Issuer.

8. Encrypt (Default=None)
Fraud prevention, Select Encrypt Mode (None, Encrypt 1, Encrypt 2, Encrypt 3, Encrypt 4, Encrypt 5) to
protected your card data. (Remark: Encrypt mode must to work together with the same encrypt mode of
MF700/LBR700 configure utility.)
Remark:

When you exit the Mifare Card Issuer software, it would automatically store all these keys and parameters you
have set. However, these keys might be lost if the computer is broken. So you must well keep all these keys to

avoid any problem when the computer is broken.



Connect the PCR310U programmer

Prepare for issuing the card, you have to connect the PCR310 programmer to the computer through USB port.
If this is your first time to use PCR310 Programmer for you computer, you need to install USB Driver for
PCR310. Get the DISK5219 USB driver and put into CD-ROM drive to install it. Just follow the on-screen
instructions. After USB driver is installed, click [AutoScan] on Mifare® Card Issuer software, it would find and

get PCR310 programmer connection with it.



Issue Data into Non-MAD or MAD card
Mifare Card Issuer provides three kinds of data formats to write the card: Wiegand, User-Data and Card

Holder Information. The way to write data into MAD card or Non-MAD card is the same. (Refer to ANNEX. A).

If you want to issue a MAD card, you must format the card first and then issue the card. (Please first refer to

the Paragraph of Create and Manage your MAD card).

Put a new (or two) card (MAD or Non-MAD) into PCR310 programmer, example as below:

'}.‘,» Mifare Card Issmer

')GIGA-TMS INC.

Mifare Card Issuer
for MF700 reader vi.0ro

Quality

Show card list (Max 2 cards)

Sector Data (Hex Code)

Data (ASCI1 Code)

Card SN | Cla=zs | Type | /ef-lmtus | Configure
CEB4&z23Cz MIFARE 1E  HNon-MiD ¥ App Bector Pass
MIFARE 1K HMAD]1 Adwmin B/AW App Sector Pass &uto Scan
Show AID £ wap fefresh List
MAD AID map (1323 O0f Free Sector) ow map Trom
1z34 0000 0000 E&78 0000 0000 0000 sector. lssue Card
aooo o000 aooo o000 Qo000 0000 QOo00 oooo0
Sector #1 MaD Card
ElockO O0000QOOOOQQOQoooooaoaoooooaoaonn .o . . ... F
Elockl 00000000000000000000000000000000 ... emneae. .. ormat
EBlockZ 00000OCOO0OQO0O0OQOO0O0Q000Q0000000000000 . . ... .. ... -.... .
Bgzignment
Show Application Show Application Sector Remove 1D

1.
2.

Card CB4623C2 is a Mifare Standard 1K card, and card type is Non-MAD format, the App Sector is writeable.

Card CB46D7C2 is a Mifare Standard 1K card, and card type is MAD format, the App Sector is writeable.




To issue a Wiegand Format card , example as below:

Step 1:

Select the Card CB4451582
for example (if you put two
cards on PCR310
programer). Click [Issue

Card] to write sector data.

< Mifare Card Isener

@GlGA-'rms INC.
Quality, Delivery & Service

B0&E

Mifare Card Issuer
for MFT00 reader vi.ra

card 2w | class Type | Level [ grarus
CE451582 MIFARE 1K Non-MAD /W App Sector Pass

I Configure

Auta Scan

Sector 0 lzsue Card )
Elockl 00000000000000000000000000000000 ... ... .......

ElockZ 00000000000000000000000000000000

MAD Card

Farmat |
Assignment |
Femaye A0 |

Step 2:
Select [Wiegand Format]

Note:

You also can configure your
"Bit Size" for "System
Code™, "Site Code" and

"Serial Number™ fields.

User Data

BitSize |16 =l
BitSize |3 |
Bt Size |16 -l

[~ Auto Step for Serial Number |12342

- Card Holder Information [Optional) [~ without Card Holder Information
|
s =]

B = I * ONLY FOR LBR700

Remain capacty [ | 57
Impaort | Fiead Card | ‘whrite: Card | Close |

Given Nameg

Step 3:

Input System Code, Site
Code and Serial Number in
the Wiegand Fields.

Issue Card - F?7A8BE2 3]
I ‘wiegand / TK2 User Data |
Eit ke |18 ~|
Bit Size |8 ~|
BitSze |16 |

I Auto Step for Senial Number |1

i~ Card Holder Infarmation [Optional]

Remain capacty (I | 85%

Irnport | Read Card | ‘Wiritke Card | Close |
e Readok ]
Step 4: Tssue Card - TATI630A [
_ - - Wisgand / TK2 User Dt
Click [Write] to write all | - i |

Wiegand Fields into Card.

System Code| BitSize |16

=
Site Code Eit Size IB LI
=

Serial Namber Eit Size |1E

[ Auta Step for Serial Mumber (12342

— Card Holder Information (Optionall— Without Card Holder Information —

Surname

Given Name I

R (e
| * DMLY FOR: LBR700

Fiemain capacity T
Impart | Read Card ‘




Note:
1. Auto Step: Automatically step the number. If this function is Enabled, it will step the number with the set
step value for the sequential number. This function is only for the "Serial Number" field.

2. Wiegand Format as below: (Max 16 bytes for Wiegand Format)

Fields Bit Size Memory Order
System Code 8~42 3 (MSB)
Site Code 8~42 2

Serial Number 8~42 1(LSB)

Remark: The MF700/LBR700 reader will read number of data size by "Number Of Bits" set.

Example for Wiegand 44bits (Standard Bits Sequence and "Serial Number" bit size=18):

Parity Bit System Code Site Code Serial Number Parity Bit

Even b16 b1l b8 bl | b18 bl Odd

ba4 (Even) b23 | b22 (Odd) bl




To issue a User-Data card , example as below:

Stepl: Issue Card - 74716304 ®
_ ‘wiegand / TK2 User Data
Click [Issue Card] and I
UseCSN_ | ~~—~—  —
select [User Data]
button. :
— Card Holder Information [Optional] T Wwithout Card Holder Information —
|
= 1 Name| I
I *0OMLY FOR LERTOO0
Riemain capacily I | 1007
Impart | Read Card | ‘wiite Card | Cloze |
Step 2: Issue Card - 74716304 5]
Wwiegand / TK2 I Usger Data

Input Hex Code in ""Hex
Code Edit" or Input |:PSRFIDS,PII»I=1234;TELD=12345"‘3T

ASCII string in "ASCI 1

- I 32 50 53 52 46 31 30 38 2C 20 50 49 4% 3D 31 32 33
Strlng Edit". 34 3B 20 54 45 4C 30 3D 31 32 33 34 35 2R 33 37 0D
ox

 Card Holder Information [Optional) T Wwithout Card Holder Information

Surname I

-

Remain capacity [N |23%
Import | Fead Card | ‘wiite Card | Cloze |

Step 3: Issue Card - 74716304 ®
Wwiegand / TKZ I Llger Data

Click [Write Card] to

. Use CSM |
PSRFI108, PIN=1234; TELO=12345%37

write user data into

the card.

3R 50 53 5Z 48 31 30 38 ZC Z0 50 43 4E 3D 31 32 33
34 3B 20 54 45 4C 30 3D 31 32 33 34 35 ZA 33 37 0D
02

~ Card Holder Information [Optional]—— T Wwithout Card Holder Information

|
G Hame| I

[ oNuvFORLBRTO0

Remain capacity [N |23%
Impart | Fead Card

Note:

1. In User Data format, customer can write HEX Code or ASCII String into the card, and the user data can be
defined by customer himself.

2. Click "Use CSN" will input the card serial number to ASCII String Edit box.

Remark:

You may set the "Max App Sectors" in "Configure", to get more sectors for data size.
9



To issue a "Card Holder Information" card , example as below

Step 1: Issue Card - 74716304 5]
‘Wiegand / TK2 I User Data

Move cursor to "Card . UseCSN |
Holder Information” f
fields. ?ﬁm

 Card Holder Information [Dptional] —T ‘Without Card Holder Information —

|
E N= I
B e -]

e | *ONLY FOR LBR700
Remain capacity | | 1007

Import | Fead Card | ‘wiite Card | Cloze |
Step 2- Issue Card - 74716304 5]
_ ‘Wiegand / TK2 I User Data
Input Surname, Given . o |
Name, Sex and User Data
rm
— Card Holder Information [Optionall—T without Card Holder Infomation —
Surnamel ITes‘t
e
| *ONLY FOR LBR700 —
Femain capacity 75%
Import | Read Card | ‘Write Card | Clase
Step 3- Issue Card - 74716304 5]
‘Wiegand / TK2 I User Data
Click [Write Card] to : T
write user data into
the card. '
00
- Card Holder Information [Optional] [ ‘without Card Holder Information |
-
[ *ONLY FOR LBR700
Remain capaciy (I ]63%
Note:

"Card Holder Information" format is defined by MAD, and use ASCII String data for each fields.
The total data length for all the 4 fields (Surname, Given Name, Sex and User Data) is 46 ASCII characters

maximum.

Remark:
1. You may set the "Max App Sectors" in "Configure", to get more sectors for data size.

2. Setup "Pass Code for" LBR700 Reader and max 8 digits.

10



To Import users from file

Step 1:
Click "Import"

Issue Card - 7471630A X

‘Wiegand / TEZ2 I Uszer Data

w Usecon_|
Em

— Card Holder Information [Optional] T Wwithout Card Holder Information —

|
|
[

[ *ONLY FOR LBR700
Remain capacity [ 10052

Impart | Read Card | ‘wiite Card | Cloze |
|
Step 2: Import Wizard 3]
Select user list file. TPt s=unple dat 2 et
— Field zeparator
Delimniter A
Example:
Field mame in first mow
Select "sample data rE
N Field 1 | Figld 2 | Field 3 [
2.txt Surmarme Criven name e gand '
WE H— 11111111 !
BH fat 29939397 .
Mot Record Data
Liac Tagon 33333333 1
More...
< | >
Define for "Field 1" - |None ~]
QK | Cancel |
Step 3: Import Wizard X
Enable "Field name in e sample data 2 et
first row”, if first L) sepgmeian
Dieliviter [l NEL -
row are field name.
e Tv Field name m first rows
Surname | Given name | Wiegand (HEX) |
=] oH— 1111111 !
B £t AR
Mot Recond Data
Liao Jazon 33333333
More...
S5 H
Define for "Field 1" - |Surname =]
04 | Cancel |
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Step 4:

Redefine field name

Import Wizard 3]
T sample data 2 bt
— Field separator
Tab -
v Field name in ficst row
Surname | Given name | Wiegend(HEX] |
e H— 11111111 !
[ & 230020
Mot Record Data
Lian Jazon 33333333 ]
More...
£s ] | >

Define for “Field 3"

Weigand HEX) =]

(04

Step 5:
Click "OK"™ when fields

define finished.

Import Wizard =
TEn sample data 2.6t
— Field separator
Tab -
v Field naime in first row
Sumame | Given name | Wiegand (HEX) |
bS] =— 11111111 !
B i 223X
Mot Record Data,
Lian Jazon 33333333 1
More...
<

Define for "Field 3"

Step 6:
Select user, and the
user will assign to

corresponding Fields.

User Data

EitSize [18 R
Bil Size |3 -l
Serial vamoez|iFUET Bit Size |16 ~|

I~ Auto Step for Serial Mumber Ilzaqz

— Card Holder Information [Optional)—T Without Card Holder Information —
Surname Iﬁ#

Giv ] I_fﬂ

s | *OMLY FOR LBR700
Remain capacity I 58%

| Read Card | ‘wirite Card I Close |

Impart

Paint # Count: I —

Close

Remark:

Support file format: Text , CSV, Excel (Need Microsoft® Excel installed first)

12




Create and Manage your MAD card
If you are issuing MAD card, you may use "Format" , "Assignment" and "Remove AID" to create and manage

your MAD card.

1. [Format] to create your MAD cards and include your AID.

You many format all new cards with MAD Format first. After formatted, all the sectors on the card will be
protected with MAD Admin KEY (KEY_B). If you have set AID when you configure to set the Mifare Card
Issuer parameters, it would write AID into MAD Sector when you format the cards, and it would automatically
mate AID to Sector #1 and the Sector #1 would be protected with App Key (KEY_A: Read Only) and App
Admin Key (KEY_B: Read/Write).

Note: If Sector#1 has been used with other Application, It would mate AID to Sector#2 or other free sector
when the card is formatted.

To format a Non-MAD card to a MAD format card , for example as below (AID=1234):

<=; Mifare Card Lssuer BEI&E
. GIGA-TMS INC. Miflare Card Issuer
) Quality, Delivery & Service for MF700 reader v1.mmo
Card SN | Class Type Lewvel | Status

CE4515832 MIFARE 1K Non-MAD D/ App Sector Pass

Sector #1 s
ElockO 00000000000000000000000000000000 . ... .. ... ... .... |
Elockl 00000000000000000000000000000000 .. ... .. .........
Elockz 00000000000000000000000000000000 ... .. ..._...

Etart Format Card. .

Formatr Sector 1 0OE

Format Sector I OE

Format Sector 3 0K =

Format Sector 4 0K =+ Mifare Card Issuer ®)

Formatr Sector 5 OE

Torman saster € . GIGA-TMS INC. Miflare Card Issuer
I_: ) Quality, Delivery & Service for MF700 reader vi.oro

Card SN | Cla=s=s | T]?'pE | Level | Status | JCanlgwe
CE45153Z MIFARE 1K MAD] Admin B App Sector Pass
Auta Scan
MAT ATD map (14 O0f Free Sector) Risfresh List
1234 Q000 0000 0000 0000 0000 0000 |szue Card
Qooo0 oooo 000 0oo0 Qo000 0000 Qo000 —
Sector #1 Ma0 Card
Elockd 001 Your AID in the MAD L R R R Format
Blockl 0O O e
BlockE 00 0 L. )
Sector Assighment
Remove A0

13



2. [Assignment] your customer AID into your MAD card.

You may also put the Customer AID into your MAD card and you may assign the Customer AID to use the

Customer Sector#. And let the Customer Sector# be protected with Customer Admin Key (KEY_B: Read /
Write, Default=FFFFFFFFFFFF).

For example, to Assignment

below:

Assigmment - CB451582

Customer AT

Customery Secto

Azsignment

the AID=5678 to Sector 2 with KEY=BOB1B2B3B4B5 (KEY_B) protected as

Y 5673

z |Seu:tu:ur 2

Customer Adwmin Ker.

= Mifare Card Issner

@GIGA-TMS INC. Mifare Card Issuer

Quality, Delivery & Service for MF700 reader v1.oro

Card SN |Class |T?pe |Level |Status | Configure

CE4L51527 MIFARE 1E MAD] Adwmin bW App Sector Pass
Auto Scan

Refresh List
MAl AID map (13 0f Free Sector)
1zz4 56h‘8 oooo o000 Qo000 o000 ooo0

lszue Card
aooo oooo oooo oooo oooo o000 oooo S

Sector #1 MaD Card

BlockO 0O00000Q  New Customer AID in the |---------------
Blockl oooooood L

Elockz 0Q0OO0O00OOC

Farmat

MAD Sector. [t Aszzignment

Remawve AlD

I

3. [Remove AID] from your MAD card..

You may also to remove the issued AID from your MAD card. The AID pointer sector will be free and protected
with MAD Admin Key after the AID be removed.

For Example, to remove the AID=5687 from your MAD card.

Remove AID - CB451582 30 Remark: The customer Admin Key must be set in

Customer AID "Customer Admin Key" field, to free the AID pointer
Customer Admin Key |E NE1B2B2B4RR sector.
Remove AlD Cancel |

14



ANNEX A. Issue Card flow chart

If it is a MAD card, the Sector Number is

Issue Card
assigned by MAD-AID. If not a MAD card, the
Sector number would be assigned by
Non-MAD Sector#. Mifare Card Issuer would
automatically recognize the MAD card. You

No only have to configure the correct parameters
Ves for Mifare® Card Issuer.
A 4
Using Using
MAD-AID Sector# Non-MAD Sector#
NG

Authenticate

with

App Admin KEY

\ 4

Input Card Data: Write Fail

Wiegand

User Data

Card Holder Info

y

Write Data To Card

A

Update Card Security

A

End of Issue Card

A

15



ANNEX B. Without Card Holder Information Format

Storing card holder information using RLC (Run-Length-Coding)

bit7 bito

byte n byte n-1

00 last character character 1

byte 1

byte 0

type length<n>

byte 0: length = lower 6 bit (number of used bytes including 0x00, max. 63)

type = highest 2 bit (00=surname; 01=given name; 10=sex; 11=user data)
byte 1 to <n>: ASCII text as specified in type (first character at byte 1; ends with 0x00)

1T you want to use raw data for the reader, please mark "Without Card Holder Information

Issue Card - 74716304 ()
Wiegand / TK2 | Izer Data |
UseCSN_|
AVE
1z 34 5& 78 590 00 OO0 OO0 OO0 OO OO OO OO0 00 OO0 OO0 00
a0 0o oo 00 Q00 00 00 OO0 00 00 00 00 00 00 00 00 00
00 0o 00 00 J0 00 00 00 00 00 00 00 Q40 a0
— Card Holder, Information [0 ptional] v Without Card Holder Infnrn@—
e
Remain capacity | |0z
Import | Read Card | Wirite Card | Cloze

Setup configuration of the reader by "Mifare Reader Utility".

A= Mitare Reader Utility (¥1.1R8)

( lieganc T ABATKZ T 5232

Mifare T Reader T LED/Buzzer

Card Information
co [

v U=zed Card (Not izsued by PROMAG card issuer) ————

<|—u [ L] I

Auto Scan Update Reader Test Reader Yersion Language

16




ANNEX C. DESFire/EV1 Card Issuing(for PCR320)

Configuration

Configure E3]

[B0E1B2B3E4BS
=

E
|FEFFFFFFFEFL
|FEFFFFFFFEEZ
E

=

DF Master Ee

[

|BOB1BZB3B4BSFFFFFEFFFFFEFEFFFFFE
lga7oz0
|FEFFFFFFEFFLFTFFFEFFFFFEFEFEEFFE

DF BEpp Eey (EeyNo=1l)
FEFFFFFFFFFZFFFFFFEFEFFFFEFFEFERE

(] Cancel |

DF Master Key:
(Default=00000000000000000000000000000000):
The key is for the Administrator to plan the DESFire Card and

it can assign the AID and Format card.

DF App-AID: (Default=F47030):

If you have application AID from Mifare MAD group, you may
set this AID number into DF App-AlD to become the identifier
of your application. (or you may assign AID number by
yourself for your application if you did not apply AID from
Mifare MAD Group.). The default F47030 is AID for Access
Control & Security application of GIGA-TMS INC. (FID=0 for
User Data).

DF App Admin Key (KeyNo = 0):
(Default=00000000000000000000000000000000):

The key is used for managing the data in the Application File.

It can be used for Reading and Writing the data.

DF App Key (KeyNo = 1): (Default=00000000000000000000000000000000):
The key can only read the data. MF700/LBR700/DF700 Reader is using the DF App Key to authenticate with

the DESFire card.

Main

=, Mifare/DESFire Card Issuer - COM1

6-)G|GA-TMS INC.
Quality, Delivery & Service

Mifare Card Issuer

BE® Application List:
List of all application in

for MF700 reader v1.1rs DESFire Card.

Card SH | Cless |'Iy'pe

| Lewvel | Status |

04638 .. MIFARE. .. MAED3 Admin B/W

MAD Application List (2)
F47030 F4703F

Applicetion=F47030 , File No=0
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000

Surname =

Given Name =

Sex =

. Crypto Type = RES

—
App Sector Pass Ao S Format:
Refresh List Assign two AID in DESFire
el LEl Card. One is your application
_____ AID. The other one is Pass
_____ kA&l Card

Code application(F4703F).
(REMARK: If the DF Master

Farmat

Key is not correct, you can

L

not format the card.)

17



ANNEX D. History

June 15, 2004 REV.A

Initial Mifare® Card Issuer

June 29, 2004 REV.B
Support Multi Sectors (Page 3).
Support Configurable "Bit Size" for each fields of Wiegand format (Page 5,6).

April 25, 2005 REV.C
Add Encrypt mode for fraud prevention. (MF700)

November 30, 2005 REV.D
Add "Import" function. (Mifare Card Issue V1.1, Page 10)

November 28, 2007 REV.E
Add "Pass Code' function. (Mifare Card Issue V1.2, Page 9)

May 29, 2008 REV.F
Add "Use CSN" function. (Mifare Card lIssue V1.1R4 Page 8)

November 21, 2008 REV.G
Add "Without Card Holder Information" function. (Mifare Card Issue V1.1R5, Page

16)

July 16, 2009 REV.H
Add " DESFire Card lIssuing " (Mifare Card Issue V1.1R6, Page 17)

December 29, 2009 REV.I
Modify' DESFire/EV1 Card Issuing " (Mifare Card Issue V1.1R8, Page 17)
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PROMAG®

GIGA-TMS INC.
http://www.gigatms.com.tw

mailto:promag@gigatms.com.tw
TEL : +886-2-26954214
FAX : +886-2-26954213
Office: 8F, No. 31,Lane 169, Kang-Ning St.,Hsi-Chih, Taipei, Taiwan
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