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SmaFinger World

SmaFinger Systems identify people and enable access/entry/permission

by verification of their fingerprints against a database. It can also perform

the same functions without referring to database in C+F Mode. In the rare
instance of a non registerable user's fingerprint an RFID card with random
code is issued.

SmaFinger devices are developed with the contactless smart card 13.56
MHZ RFID technology and they can be networked to operate in short,
medium and long distance installations through RS232/485 LAN network
adaptors. The reader supports Mifare MAD1/MAD2 format enabling users to
iIssue customized cards.

Features:

1. Supports MAD1/MAD2 standard, and supports customer MAD-AID
setting.

. Supports used card with data offset and length.

. Supports Multi Sectors.

. Supports Mifare® Standard 4K or Mifare® Standard 1K card.

. Each Reader with Reader ID for multi-link application.

. Output interfaces: Wiegand (Default), ABA-TK2 and RS232.

. Wiegand output selectable from 26 bits to 128 bits.

. RS232 output packet can be set with Header, Reader ID and Trailer.

O~NO O hWN

Application:

1. Access Control

2. Time Attendance

3. Guest Registration System
4. Academic Services

5. Info Services
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Foreword

Congratulations for selecting SmaFinger system and welcome to the fraternity
of satisfied SmaFinger customers. This manual has been prepared for easy
read and contains comprehensive information on the system. Should you have
any further query please contact us.

The manual is divided into two main parts titled Installation and Operation
followed by Appendix.
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Installation

1 Installation

This part contains instructions for connecting, powering up and configuration of SmaFinger 510/610/601Start Kit/
Online System (Integrated System) and Offline System (Standalone System).

1.1 Package Contents
Online System

Sl.NogGadget Description
1 SmaFinger Reader [SF510/SF610/SF601
2 SmaFinger SF600P
Programmer
3 SmakFinger Card PCR310U
Issuer
4 MF700 Kit Optional
4 Kit CRD Please see chapter 3.8 Order Information
5 Power Supply 12V/120V --- USA / 12V/230V ---- Europe /129V/100V ---- Japan / 12V/240V ----
Adaptor Britain
6 CD Disk5288 Contains software programs, drivers and Installation and Operations Manual etc.
7 Blank Mifare cards

Offline System

Sl.NoGadget Description

1 SmaFinger Reader  [SF510/610/601

2 Kit CRD Please see chapter 3.8 Order Information

3 Power Supply 12V/120V --- USA / 12V/230V ---- Europe /129V/100V ---- Japan / 12V/240V ----
Adaptor Britain

4 CD Contains software programs, drivers and Installation and Operations Manual etc.

5 Blank Mifare cards

Note:
1.You will need a host PC with Operating System 98SE/ME/2K/XP/Vista.
2. Offline system (Standalone System) users may please proceed to chapter 2 Operation

© GIGA-TMS INC., 2009
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1.2 Connection & Installation of Card Issuer

Insert Disk5288 supplied with Start Kit into the CD-ROM drive of host PC. CD explorer will automatically open as
shown in step 2. If not, double click My Computer icon on the Desktop and then proceed from stepl below.

2 My Computar

File  Edit Wiew Favorltes  Tools  Help

@Bal:k . @ L} pSearch ﬁ?‘__ Folders v

Address g My Computer

Files Stored on This Computer

System Tasks R

Yiew system information I_.J |-_J

ﬁ Add of remove programs Shared
3 change a setting Documents  Documents

&3 Eject this disk
Hard Disk Drives

Other Places ) .@ @ @ <
h'j My Mebwark Places Local Disk (C:)  Mew Yolume  Mew Yolume  Mew Volume
[} My Documents (D) (E:) (F:)

) Shared Documents
[} Contral Panel Devices with Removable Storage

qd & & o s

Click 'Disk528%8’
DISkE288 Remowable Remowable Removable Removable
&5 REV.L (3!} Disk (H:) Disk (1:) Disk (1:) Disk (k2]
D Drive
File System: COFS Other

Free Space; 0 bytes

Total Size: 131 MB 1—-" g

My Sharing
Falders
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/2 SmaFinger AutoRun

SmaFinger Utility Fiﬂgﬂ]’pl‘iﬂt and Contactless
‘sma ; Smartcard Reader

'‘SmaFinger

Utility SmaFinger Manual I I I

Other Tools b . W,w LTJ F |
i 27 |
T | . N T B

acing

SmaFinger AutoRun

SmaFinger Card Issuer Install SmaFinger Card Issuer -
Fie Nimae:  SmaFingerClexe
Wersion: V1IR3

o - ) e s SmaFinger
Description: in:i:pnmmmwmiw&mfw el Ixsper

T e e and follow on

2. Modify User Database with Fingerprints screen
bon 2 S L 3. Append/Delete Fingerprints to Reader | iNStructions to
install it.

Click 'Install
Mifare Reader Utility

\J
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SmaFinger Card Issuer Program will open. If it hasn't, click \
Start/All Programs/GIGA-TMS/SmaFinger Card Issuer.
Im MICrO=0rE FFICE | Dols .4 .
E Microsaft Ward I Mozilla Firefox ¢ @ Mcrosoft Headset i
@ pdfFactory »

Microsoft Excel

illa Fi Audacit
3' Mogzilla Firefox Micrasaft PowerPoink €3 Audacity
ﬁ Taskbar Shuffle

o Microsoft Word
IQ PictureViewer @ g i Ml GIGA-TMS ¥ @ SmaFinger Card Issuer _

[ Morton Ghost 3
Adobe Reader 9 [@
[@ Skype 4

l‘;.} W'S_FTP Home B windows Defender

I/ QuickTime ’
@ RealPlayer I Download Accelerator Plus (DAF)  »
I windows Live 3

allp »|
rograms | [@ s i

. A Acrobat,com
B8 adobe Reader o

[ [@ Irfanview 2

& |SmaFinger Navigate

—Connection Checking ——

\\’: & N Format and [ssue Cards
A

Modify Databaze and lszue Cards from Database Card lssust

open...

Progratmmer

Configure lzsuing Settings

User Manual and Help

‘SmaFinger
Navﬂga‘[{-' Wilﬂ ﬁ Configure Reader and Append/Delete Fingerprints
\E ’

Feaders

v Always Start from Mavigate Refresh List ’

. i
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6

Click 'Driver’
and follow on
screen
instructions to
install it.

SmaFinger AutoRun

SmaFlnger—“

SmaFinger Utility

SmaFinger Manual

Other Tools

 Fingerprint and Contactless
Smartcard Reader

Connect
Card
Issuer
PCR310U
toPC, a
green light

will turn
on.

A

© GIGA-TMS INC., 2009
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-

& Smakinger Navigate

—Connection Checking ——

8 )

' Format and lssue Cards
3 R-/
ﬁ hodify Databaze and lzsue Cards from Database Card l==uer
Cli Gk ﬂ Configure Reader and AppendiDelete Fingerprints
'Conligure Proctammer
Se“ings' g B Configure lzsuing Settings [\
iy
@ User Manual and Help
Readers
\ ¥ Alwvays Start from Mavigate Eefresh List |
File:
—General
1. L
Select —Card lssue
Language. |FFFFFFFFFFFF
|4?03
[FFFFFFFFFFFF
2
3 [FFFFFFFFFFFF
App Key ™ |
should be |
same as In j
e
Mifare
—Reader / Programmer
He_a_d?r UEEE! [sFe00 series |
U“I“Y 2 n Programmer INormaI j
3. Click "OK". I: Ok I Cancel |

© GIGA-TMS INC., 2009
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Comport number will be indicated.

L Smafinger Card Issuer - COM6 |T| E|

e. GIGA-TMS INC. SmaFinger Card Issuer
) Quality, Delivery & Service . «
for Smart Fingerprint Reader vi.ir

Click
Card Sh | Class ] Type | Lewel | Status | Refresh List Search
S PCR310}

Search PCR310

Lset Card
MAD Card

Format

Assigniment

[
_dostgmert |
Lemmb |

Remaoye A0

Databasze

—MAD AID Map
—User Data

= Fingerprints

Note: 1. For Configure window details please see chapter 3.11.2 Configure Window Details

2 PCR310 is a Mifare Card Issuer developed by Giga-Tms Inc. More details can be found on the web link
PCR310
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Connection & Installation of Programmer

USB Cable Driver should have been installed as illustrated in chapter 1.2 step 6 Connection & Installation of Card
Issuer

Srommey SmaFinger”
Programmer :

SFB00P to SFeoup
PC's USB
port.

The blue
LED on the >
programmer
will turn on
with beeps.

Connection and Installation of Reader

For mounting installation please see chapter 3.10.2 Secure Mounting Installation

This section covers installation of Mifare Reader Utility, connecting the Reader SF510/610/SF601 and MF700Kit.
The reader is usually despatched with the following default settings:

MAD-AID = 4703

App Key = FFFFFFFFFFFF

Encrypt = None

Reader Id = 0

Interface = ABA-TK2 10 digits / Wiegand 26 / RS232 with 9600 baudrate (change by wire)
Manager Card = Enabled

Read Mode= CSN or Card Data

If you want to change any of the above settings please go to chapter 3.10.3 Reader Configuration Otherwise,
continue to next section.

© GIGA-TMS INC., 2009
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1.4.1 RS232

1.4.1.1 RS232 Converter
If your PC does not havwe an RS 232 port, use an RS 232-USB Conwerter.

More details at internet link RS232-USB Converter

1.4.1.2 Single Reader

Insert Disk5288 supplied with Start Kit into the CD-ROM drive of host PC. CD explorer will automatically open as
shown in step 2. If not, double click My Computer icon on the Desktop and then proceed from stepl below.

r My Computer

Fayorltes  Tools  Help

Lj: ):j Seatch i{:" Falders v

Address | ' My Computer

Files Stored on This Computer
System Tasks

Wieww system information l_‘_j I_'_J

@ Add of remove programs Shared
E} Charige & setting Documents Documents
&3 Eject this disk

Hard Disk Drives
Other Places £ .ejéﬁ g@ ge'v ‘;@
\’j My Metwork Places Local Disk (C:)  Mew Wolume  New Yolume  New Yolume
LE] My Docurments {D:) {E1) iF:)
[ Shared Documents
[} T Devices with RI_EE'I_C_I_\_I'a_hle Storage

Click ‘Disk5288' g & o s s

DISkKS288 Removable Removable Removable Removable
e REM.L (1G] Disk (H:) Disk (113 Disk (113 Disk (k)
120 Drive
File System: CDFS Other

Free Space; O bytes

Total Size: 131 MB [ =
L&

My Sharing
Folders

© GIGA-TMS INC., 2009
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/ SmakFinger AutoRun

SmakFinger™

Fmgerpnnt and Contactless

Click - Smartcard Reader
‘SmaFinger
Utility SmaFinger Manual
Driver
Other Tools " i , Sie ! E

|urrelr'cs 1 n ty Eas Fapla r-!nu

aFinger AutoRun

SmaFinger Utility
Lo

SmaFinger Card lssuer Install Mifare Reader Utility u>

File Nmae:  MifareReaderUility. exe
Mifare Reader Utiliry LS8 sl Click 'Install
¥ bﬁsc:nptaon Configure reader with settings, interface and b
e Ml_f_are Reader
S N (cilow on
2. Feader ID, cutpst mterface and read mode
Pl 10 8F) 3 Wiegand, ABA-TK2 and RS232 settings | sCreen
4 Buzzer and LED instructions to
install it.

J
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/ Mifare Reader Utility will open. If it hasn't, click Start/All

Programs/GIGA-TMS/MifareReaderUtility

b ¥

L MNCrOSOrTURTICE T 000

E Microsoft word @ Mozilla Firefox
Microsoft Excel
6 Meite: s Microsoft PowerPoint

Microsoft Ward

Ia_ Pictur eviewer [@ Real
| Maortan Ghost
Adobe Reader 9 @ Rl
@ skype

\y WS_FTP Home B windows Defender
[@ QuickTime

[@ Windaws Live
AllPrograms B | @) achag

A~ Acrobat,com
B} adobe Reader 9

@ RealPlayer @ Download Accelerator Plus (DAR)

IF@ Microsoft Headset

[@ pdfFactary
e Audacity

ﬁ Taskbar Shuffle
il GIGA-TMS

[@ Irfaniiew
Mifare Reader Utility (V1.1RB)
( Wiegand T ABA-THZ T RS232
Mifare T Reader LECvBuzzer
—Card Infarmation
hA D=0 (HEX) 14?03
Mon-hA0 i ;1 VI
WS [FFFFFFFFFFF
Encypt iEl’lCl"j"p‘t q vI
1 Used Card (Mot issued by PROMAG card issuer) —
T o
Resder
Auto Scan Update Reader Test i Language
Y EFSion

Click

‘Language
and make

your

selection

if you

need to.

\S

A
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& Language

System ID | Dx0409
System | Englizh

1. Connect the wires of
SF510/610/601 to MFTO0Kit
as shown below.

2. Connect MF700Kit to
host PC. (Use an
R5232-USB Converter
cable if necessary.)

~

7

3. Connect 9V dc
adaptor jack input to
MFE700Kit.

Wiring
Connection:

Orange - CP
Black - GND
White - D1
Green - DO
Blue - RX
Yellow - TX
Red - VCC

© GIGA-TMS INC., 2009
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Col our Synbol 1/0 Descri ption
Red VCC IN |Power |nput : DC 7.5V~12V
Bl ack GN\D IN |Power Ground

VWhite DATA 1 OUT |Wegand Data 1 Signal / ABA TK2 Cl ock (Strobe)

Green DATA 0O OUT |Wegand Data O Signal / ABA TK2 Data

Yel | ow TXD OUT |RS232 TXD (To Host RXD)
Bl ue RXD IN |RS232 RXD (To Host TXD)
Or ange CP OUT |ABA TK2 Card Present

Brown | LED/ BUZZER I'N Ext er nal LED/ BUZZER Contr ol

Reader-KIT
QRANGE
BLACK 1 [~
e o -l
;o# L En
L =10 _— D ][] q:n
“}L‘m Nl [=Ax Wik
/ i i
i RED —'"1'-._\1—. oy o -
Ml |2 WAS-TOD29
YELLOW
BLUE rrken
BROWH

Ri_ B i i ie
(— "4

|
H

Note: MF700Kit is a test connection kit included in SmaFinger Start Kit for the purpose of configuring the
reader.

The reader can also be connected directly as shown below.
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/~ Mifare Reader Utility (V1.1RB)

—]The App Key shall

\

be same as in
Navigate/Configure
window of
SmaFinger Card
Issuer program.

[ Wisgand T BBS-THZ T RS232
Mifare T Reader T LEDVBuzzer
—Card Infarmation
MAD-AID (HEX) |4?|:|3
Mon-MAD Sector |'1 - I
. i App ey IFFFFFFFFFFFF
Click 'Auto ——
Scan'.
Cnmpnn ¥ Used Card (Mot izsued by PROMAG card issuer) —
number | — o
will he
displayed.
uto Scan Update Reader Test el Langusge
B “ersian BUE
™
\ SFE10-00 On COM3

skt

/' Mifare Reader Utility (V1.1RB)

[ Wiegand T 2BA-THZ T RS232
hifare T _ Reader T LEDVBuUZZEr
1 D |1 -]
Select 'Reader tab'. q  ABA-THZ ~ RS232

Card Data or TS0 (When card error)

=

2
A reader id number can
be chosen.

Fingerprint Reader
i 5 ¥ Beep

¥ Enable

Mormal

Security Leve

Dioor Coritrolf RSl

3

CIiCK lupdate r Auto Scan Update Reader Test Read_er Language
i Y ergion

Reader’.

\ l.:.FB'I 0-00 Cn COobd3

4. Reader's\

LED will blink
with a beep
indicating
successful
update.

© GIGA-TMS INC., 2009
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SmakFinger readers SF510/SF610/SF601 are especially designed for networking at longer distances through

RS485 Conwerter.

RS485 Converter

As RS485 has two output ports, it will be installed twice during the installation process.

When the lile display opens as below, close it.

Insert Disk 5277 into the CDROM drive of the host PC.

@ DISK5277 REV.B (K:)

Help

0 @ ’O Search E‘; Folders '

Fil=  Edit Tools

O Back

View  Fawoarites

M=1EY

v Q=

Files Currently on thE.ED

CD Writing Tasks £ _
(#J write these files to CD Lj gg @
FTDI DRIVER Ush2326 Usbdz2za84...
MAMUALCTM, ., USER MANM. .,

File and Folder Tasks \,ﬁ\i

e Publish this Folder to the:
Web

@ Share this folder

Other Places

i My Compuker

My Documents
Iz Shared Documents
g Iy Metwork Places

Details

© GIGA-TMS INC., 2009
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h -&“

ol |

—

Connect adaptor

. RS485 to PC.

N New Hardware Wizard
R T A e will open on PC.

Welcome to the Found New
Hardware Wizard

Windows will zearch for cunent and updated software by
looking on your computer, on the hardware installation CD, or on
the Windows Lpdate ‘web site [with your permizsion].

Fead our privacy policy

Can Windows connect to Windows Update to zearch for
zoftware?

1. () Yes, this time only
Select 'No, not this time".

() res, now and every time | connect a device
(%) Mo, nat this time

2.
Click 'Next'.

Click Mest to continue,

[ { [ |
|

"%
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Found New Hardware Wizard

Thiz wizard helpz you install zoftware for:

USE «<-» Serial Cable

\'\J IF your hardware came with an inztallation CD
&2 or floppy disk, insert it now.

1.
Select ‘Install from a
list or specific
location(Advanced)'.

wihat do pou want the wizard ta da?

() Install the software automatically [Fecommended]

() Install fram & list or specific lacation [Advanced]

2.
Click. Mext to contitiue. Click 'Next'.

< Back ”_r Mext » [ Cancel ]

4

éﬁ Found Mew Hardware Wizard
:" 1 j Please choose your search and installation options. o
T
1 () Search for the best driver in these locations.
Selecl 'Search |Jze the check boxes below ta limit or expand the default search, which includes local

pathz and removable media. The best driver found will be installed.

for the best
driver in these

Search removable media [floppy, CO-ROM. ]

[ ] Include this location in the search:

locations’.
2 () Don't search. | will choose the driver ta install.
. Chooze this option to zelect the device driver from a list, Windows does not guarantee that
Check "Search the driver you choose will be the best match for your hardware.
removable 3. Click 'Nexdt'.
media’.

[ < Back ] NXH l[ Cancel
L[\t»

25

© GIGA-TMS INC., 2009




SmaFinger Manual
26
£ :L__J Found New Hardware Wizard
4 ; Completing the Found New

Hardware Wizard

The wizard has finished installing the software for:

? USE Serial Converter

Click 'Finish'.

iizh to close the wizard.

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

Windows will zearch for current and updated software by
looking on your computer, on the hardware installation CD, or on
the Windows |pdate ‘weh site [with your permizsion].

Fead our privacy policy

Can Windows connect to Windows Update to zearch for
zoftware?

1. () Yes, this time anly
Select 'No, not this time".

() res, now and every time | connect a device
(%) Mo, nat thiz time

2.
Click "Next'.

[ Next>i\‘4[ Cancel |

Click Mest to continue,

Next repeat steps 4, 5 and then proceed to 8.
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Completing the Found New
Hardware Wizard

The wizard haz finished installing the zoftware far:

3 1USE Serial Port

Click "Finish'.

£} Device Manager
File  Action View Help

mEES @A =Ra

3.

= CHARLES-8D35A32 CIOSE lhe

+- iy Computer 5

+|-agm Disk drives window.
lﬂ Display adapters
by DVDYCO-ROM drives
=) IDE ATAATAPT controllers
&2 IEEE 1394 Bus host controllers
‘s Kevboards
") Mice and other pointing devices
+- % Maniars

3 o O B E

2 +|- E8 Metworl, adapters
. = + ‘@ Other devices
UsB 5. Ports (COM&LFT)
. LISE Serial Po
Serial Port % Processors
(COMX). +- 8, sound, video and game controllers
¥ +|g® Storage volumes
_WI" be + Syskem devices
dlspIaYEd . + Universal Serial Bus controllers

RS485 Adaptor has been installed and is ready for use. Remowe Disk5277.
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1.4.2.2 Single Reader

Insert Disk5288 supplied with Start Kit into the CD-ROM drive of host PC. CD explorer will automatically open as
shown in step 2. If not, double click My Computer icon on the Desktop and then proceed from stepl below.

2 My Computer

Fil= Edit Wew Favortes Tools  Help

@Bal:k ' O E-!; IPSBM"' H—,—: Frldets .-

Address i My Computer

Files Stored on This Computer

System Tasks

@ Wigw system information L_J I;;.]

H@ add or remove programs Shared
B‘ Change 5 setting Documents Dacuments

&3 Eject this disk
Hard Disk Drives

Other Places 1 .@ g @ S
h‘j My Mebwark Places Local Disk (C:)  Mew Yolume  Mew Yolume  Mew Volume
La My Documents (o (E:) (F:)

Shared Documents
& et Devices with Removable Storage

q & & s s

Click 'Disk528%8’
DISkSZa8 Remowable Remowable Remaorvable Removable
REV.L (iG:) Disk (H:) Disk (1:) Disk (1:) Disk (k23
CD Drrive
File System: CDFS Other

Free Space: 0 bytes

Total Size: 131 MB .1--" g

My Sharing
Falders
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/ SmaFinger AutoRun

Click SmaFinger

'‘SmaFinger
Utility’

Utility

SmaFinger Manual

Other Tools

Flngerpnnt and Contactless

Smartcard Reader

aFi nger AutoRun

SmaFinger Utility
Lo

SmaFinger Card Issuer Install Mifare Reader Utility >

Mifare Reader Utility

SF Formater
{for PCR310-SF)

\3

&1& Mnae:
Version

'Dt scription:

MfareRa@dErTjﬁnhty exe
V1.1R8

Configure reader with settings, interface and
display.

1. Mifare ATD and Eey

2 Eeader ID, output mterface and read mode
3. Wiegand, ABA-TE2 and ES232 seftings
4 Buzzer and LED

Click 'Install
Mifare Reader
Utility’ and
follow on
screen
instructions to
install it.

29
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-

Mifare Reader Utility will open. If it hasn't, click Start/All
Programs/GIGA-TMS/MifareReaderUtility

b ¥

| PICROS O Ui ol
@ Mazilla Firefox
Microsoft Excel
Microsoft PowerPaint
Microsoft Ward

E Microsoft whord

e Mozilla Firefox
Ia_ Pictur eviewer

[@ Real
) Maortan Ghost
Adobe Reader 9 [@ Rl
@ skype
\yWS_FTP Harne B windows Defender
[@ QuickTime

@ Download Accelerator Plus (DAP)

@ RealPlayer
[@ Windaws Live

AllPrograms B | @) achag

A~ Acrobat,com
B} adobe Reader 9

@ Microsoft Headset
[@ pdfFactary

e Audacity

ﬁ Taskbar Shuffle
il GIGA-TMS

[@ IrfanView
Mifare Reader Utility {V1.1RE)
[ Wiegand T ABA-THZ ]’ RSza2
Mifare Reader T LEDvBuzzer
— Card Information
MAD-AID (HEX) I4?E|3
] I1 ,I
[Encryet 1 -] Click
I Lised Card (Mot issued by PROMAG card issuer) = ‘Language
[ — [ o ks
your
selection
if you
At Reader need to
0 Scan Update Reader Test W Language .

N\

>,
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& Language

System ID | Dx0409

System | Englizh
Current [i3l|5=

Click

here.

S

Connect RS485 and external dc \

supply to SF610's blue connector.
The reader's LED will turn on with
beeps.

Tegminal

\Re bistor GND

o
\ sssescececacermp.
SmaFinger
120 Reader
n SF610

DC
Adaptor

31
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7

/~ Mifare Reader Utility (V1.1RB)

—]The App Key shall

\

be same as in
Navigate/Configure
window of
SmaFinger Card
Issuer program.

[ Wisgand T BBS-THZ T RS232
Mifare T Reader T LEDVBuzzer
—Card Infarmation
MAD-AID (HEX) |4?|:|3
Mon-MAD Sector |'1 - I
. i App ey IFFFFFFFFFFFF
Click 'Auto ——
Scan'.
Cnmpnn ¥ Used Card (Mot izsued by PROMAG card issuer) —
number | — o
will he
displayed.
uto Scan Update Reader Test el Langusge
B “ersian BUE
™
\ SFE10-00 On COM3

skt

/' Mifare Reader Utility (V1.1RB)

[ Wiegand T 2BA-THZ T RS232
hifare T _ Reader T LEDVBuUZZEr
1 D |1 -]
Select 'Reader tab'. q  ABA-THZ ~ RS232

Card Data or TS0 (When card error)

=

2
A reader id number can
be chosen.

Fingerprint Reader
i 5 ¥ Beep

¥ Enable

Mormal

Security Leve

Dioor Coritrolf RSl

3

CIiCK lupdate r Auto Scan Update Reader Test Read_er Language
i Y ergion

Reader’.

\ l.:.FB'I 0-00 Cn COobd3

4. Reader's\

LED will blink
with a beep
indicating
successful
update.
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1.4.2.3 Multi-Readers

Follow instructions for single reader illustrated above from steps 1 to 5. Then carry out steps 6, 7 and 8 for every
reader to assign different ID's for all. Five readers assigned with ID's are shown below:

/~ Mifare Reader Utility {V1.1RB) FoX Assigning Machine
[ Wiegand T ABATHZ T RS232 ID's to 5 Readers
Mitare T : T LED/Buzzer |
—Settings
/ Mifare Reader Utility (V1.1R8) =S
[ Wiegand T ABATHZ T RS232
—Outaut Mifare | Reader 1 LED/Buzzer ]
& ond| - Settings
= Cor 2
/4~ Mifare Reader Utility (V1.1RB)
( Wiegand T AEA-THZ T Rezaz
Dt hlifare T Reader T LED/Buzzer |
& ondl —settings
s = Co
o /~ Mifare Reader Utility (V1.1R8) (= |

[ Wiegand T 2BA-THZ T RS232
- Output Mifare T Reader T LED/Buzzer |
& on — Settings
Ato S " Cor
SRR /4 Mifare Reader Utility (V1.1RB) A =1E3
( Wiegand T SEA-TH2 T RE232
2t Mifare T Reader T LECVBuzZEr
* On — Seftings
autosd| | € co ) |5 .I
e ™ & wiegand  aBATHZ (" RS232
Read Modes ICard Data or CEN QWhen card error) j

—Outaut Maode Fingerprint Reader

% Once

WENEREERETE W Enshle
Auto " Continue o

SFE10-00 Security LesveliigE] -

Door Controlf == =

Auto Scan Update Reader

Test | Reader |

“ersion Lenguage

SFE10-00 Cn COmM3

o

After assigning reader ID's, connect all readers to server through RS485 as shown in the schematic below.

33
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Cable hél.lltl—ne:-lder
WAS1487 onnection.

mection inside

Terminal T+ T T+ T T+
Resistor
SmaFinge
by Readers
GND VIN GMND WVIN GND VIN - GND IN
- + - + “ + - +
12V 12V 12{':\1' 12V
D
o il o UP TO 32
Yellow lamp on RS485 will glow. Readers' blue READERS CAN
LED's will turn on with beeps. BE CONNECTED

Note: For more details see chapter 3.10.6 Multi-Reader Connection
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1.5 Installation of SF Formater

Insert Disk5288 supplied with Start Kit into the CD-ROM drive of host PC. CD explorer will automatically open as
shown in step 2. If not, double click My Computer icon on the Desktop and then proceed from stepl below.

2 My Computar

File  Edit" Wiew Favorltes Tools  Help

@Bal:k - B L% .pSearch EEE Folders v

Address ﬂ My Computer

Files Stored on This Computer

System Tasks

@ Wigw system information L:J |-___J

E.j Add of remove programs Shared
B‘ Change a setting Documents Docurnents

&3 Eject this disk
Hard Disk Drives

other Paces N e @ @ @
& My Metwork Places Local Disk (C:)  Mew Wolume  Mew Yolume  Mew Yolume
(£} My Documents (D) (E:) (F:)

[5) Shared Documents
[} Contral Panel Devices with Removable Storage

qd o o o s

Click 'Disk5288’

DISKEZ88 Remaovable Removable Removable Removable
5 REV.L (i3:) Disk (H:) Disk (1:) Disk (1:) Disk (k2]
D Drive
File Swstem: COFS Other

Free Space; 0 bytes

Total Size: 131 MB [ - g

My Sharing
Falders
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/2 SmaFinger AutoRun

SmaFi,ngfl

 Fingerprint and Contactless

Click_ bt Smarteard Reader
SmaFinger
Utility’ SmaFinger Manual

. i

Other Tools

/3 SmaFinger AutoRun

SmaFinger Utility

SmaFinger Card Issuer

Mifare Reader Utility
Welcome
for PCR310-SF
Click SF
Formater.

=
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Finger AutoRun

r Utility

SmaFinger Card Issuer Install SmaFinger Formater Toolx =

Mifare Reader Utility _.

i m, Click 'Install
m_ SmaFinger
(for PCR310-SF) Formater

Tool'.

2
Follow on screen
instructions to

i install the software.
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Operation

The operations are classified as follows:
1. Operation with Database (Online/Offline): Fingerprint data are stored in reader database for verification.

For Operation with Database (Online) continue to next section chapter 2.1 Operation with Database
For Operations with Database (Offline), please go to chapter 2.1.2 Offline System

2. Operations without Database (Online/Offline): Fingerprint data are not stored in a reader database but on
user card for verification.

For Operations without Database (Online), please go to chapter 2.2 Operation without Database
For Operations without Database (Offline), please go to chapter 2.2.2 Offline System

For an oveniew of all operating modes please see chapter 3.3 Owveniew of SmaFinger System Operating Modes

Operation with Database

There are two operating systems under this mode:

1. Online System Fingerprint data of users are stored in host PC and then saved to readers directly online or
transferred through system generated Enroll Cards.

2. Offline System (Standalone) Fingerprint data of users are stored in readers using Manager Enroll Cards
supplied by Giga-Tms.

Online System

There are two operating modes under this system:
1. Access by Fingerprint.

2. Access by Card.

Access by Fingerprint

Access is given by verifying user's fingerprint with that already stored in the host PC and saved to the reader's
database. In rare instances when none of the fingerprints of a person can be registered a card with random RFID
code is issued to him/her.

This section illustrates how to

1. register fingerprints of present and new users and save them to readers and

2. delete fingerprints of departed users from the readers.
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2.1.1.1.1 How to Register Users' Fingerprints?
At the time of installation of a SmaFinger Online System, all present users’ fingerprints can be registered by the

programmer and saved to the reader. This is done with the card issuer, programmer and reader connected to the
host PC. After thus updating, the reader can be installed at the access point/terminal.

Programmer SF600P should have been installed as illustrated in chapter 1.3 Connection & Installation of
Programmer.
Internet
e’ Mozilla Firefo

(|| E-mail
J-_l Microsoft Office Outlook,

. Shortcut to

SmaFingerClL.exe

Shortcut to &

MifareReaderUtility.exe
Click PC's

Start Menu ' TNT
CI Program Microsoft Cffice word 2003
or
Start Menu f | Adobe Acrobat 5
~ Professional
All
Programs’(ﬂ % ‘fahoo! Messenger
Program —|| Microsaft Office PowerPaoink
@ 2003

@ Adobe Photoshop 7.0

& SmaFinger Navigate E|
: Connection Checking
Y,
Open % Modify Database and lssue Cards from Database
SmaFinger
Na\’iga‘e ﬁ Configure Reader and AppendDelste Fingerprints
and click
MOdI'Y b : ! Configure lssuing Seftings
Database g
and Issue
User Manual and Help
Cards from
Database’. W Alweys Start from Navigate Refresh List

Note: If the SmaFinger Users Database opens with the message 'Port is closed please press Key Search' and on
moving the cursor over the right side menu of the window the message 'Can't Find PCR310U' appears, close the
window and click ‘Search PCR310U' on the SmaFinger Card Issuer window. If you get the message: 'Can't Find
PCR310U' again remove and reconnect PCR310U or change the USB port to which it is connected.
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Click
‘Add
New
User'

SmaFinger Users Database - SFG00 series

File Edit Tool

Given hame | SLIFNAMme | S |

Wiegandd | Fingerprints |

&

Fingerprint

—Card Izsue

lzsue User Card

lzzue Enroll Card

|zzue Delete Card

Update Reader

—

Remaove User

=y

Add Mewy Uzer

l& ‘

Edit User

1%

A
-

1. Select "Wiegand'.

Add User Data

~

5

|54

Remain capacity | I

Acddd I

Cancel

Click "Add’
1 &

I Wiegand TH2 | Raw Data
3 2.
Ent ; Sit Select 0 for
Cn:r : Z 2 i System Code,
OS E-a:'l Setial Mumber| |22335 Bit 16 — 8 er S“e Cﬂde’
" e':‘ 16 for Serial
el Number.
4. Card Holder Information (Optional)
G d
Enter Name i-m |Beza
and Gender Given Mame IAlan
IS [voccuine -]

¥
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maFinger Users Database - SF600 series

File Edit Tool

Given Name

Surname

Gerard Mazculine

‘Wiegand | Fingerprints

Fingjerprint

- CLE lz=zue

lzaue User Card

lzzue Enrall Card

lzzue Delete Card

+

Add Mewy Uzer

A | & D

Edit User Remaove User

Update Reader

=

Click
‘Fingerprint'.

N

-

Register Finger

~N

\.II ‘Q;“"

Please Select Finger First!

Click on
figuration

corresponding to

the finger to be
scanned.

Redgister Delete | Delete &l

ECanceI K ||

J

Register Finger \

“/ \“'

Click

‘Register’

Right Forefinger is selected

Delete | Delete A Cancel

Ok ||

N

J
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P

"Put your finger'

e o

your Enrall Finger

ﬂnﬂﬂ 5 Put finger

message appears...

“erify Finger
Put finger

Instruct card
holder to place PUT
hisfher finger on ﬁy:::,.
the scanner of ?
SF&00 P.
First a 'Verify Finger'

prompt will appear,
followed by message
'Scanned good
image’.

A\
cialalr

@

“erify Finger
Scanned good image

.

43

Note: If due to some reason a user's fingerprint is not registered then a card without fingerprint can be issued.
Failing to enroll or verify after repeated attempts means the fingerprint has not registered. Please refer chapter

2.1.1.2 Access by Card for the procedure.

/ Register Finger

ERegis’[erg Delete

Delete Al | Cancel

Selected
figurations
will turn
green.

1s
To Register other fingers repeat
steps 4 to 8. You can register upto
10 fingerprints for each person.

2.
Click "OK".
The
fingerprints

saved.

will be
~/
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to

1.

Repeat steps 3

9 to register

fingerprints of

others.

2.
Close the
Database
Window.

SmaFinger Users Database - SF600 series

File Edit Toaol
Given Mame I Surnamme Sex ‘Wiegand | Fingerprints %
Alan Gerard Masculing 22336 3
Angelica Hess Feminine 22333 2
Binciu Narma Fetninine 22341 3
Jin Chan lasculine 22335 5 Fingerprint
Jones Chiang Mazculine 22330 10
Juergen Klingmann Masculine 22337 3 - Card |ssue
Kewin Femining 22334 2 lzsue User Card |
Matie Ko Fetninine 22342 2
Paul Victar Masculing 22340 2
Peter K Mazculing 22343 10 Issue Enrall Card
Rani Bohra Masculine 22344 3
Ravi Shartna Masculine 22345 2
Ulrich Mueller Masculin 22346 2 Iasuic DEIeLE Car
Addd Mewy Lzer Edit Llzer Remove Lizer Update Reader

A

~/

Additional reading at chapter 3.11.5 Managing User Database
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2.1.1.1.2 How to Save to/Delete from Reader the Users' Fingerprints/Data? (Online

Enrollment)

Installation and configuration of the reader should have been completed and powered on as illustrated in chapter
1.4 Connection and Installation of Reader.

Mifare Reader Utility should show reader and port numbers. Fingerprints of users should have been already
registered as illustrated in chapter 2.1.1.1.1 How to Register Users' Fingerprints?

1

Open 'Mifare Reader Utility' and
'Configure’ windows.

Ensure App Keys are same in both.

File:

—General

/4~ Mifare Reader Utility ('1.1RB)

( Wiegand T ABATHZ T RS232

Mifare T Reader T LEDVBuzzer

— Card Information

—Card lzsu

S| |FFFFFFFFFFFF

|4?03

| [FFFFFFFFFFFF

[FFFFFFFFFFFF

v Used Card (Mot issued by PROMAG card izsuer) —

Auta Scan

— o
Reader
Update Reader Test i Language

SFE10-00 On COM3 A

2
H 1] 1] 3
Click 'Update Reader Click 'OK’ and then close Cl window.
and close the window.
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& | SmaFinger Navigate
; Connection Checking
" Format and lssue Cards
— 4
1. ﬁ Moclity Database and lzsue Cards from Database Card lesuer
Open
Sma_Flng.er Configure Reader and Append/Delete Fingerprints
Navigate’. M
l/\? Programmer
2. 7 Configure lzsuing Settings
Click "Configure || —
Reader and @ User Manual and Help
Append/Delete
Fingerprinls' o [w Always Start from Navigate Refresh List

SmaFinger Fingerprint Update (for Readers)

Select Fingerprintz from Detabase for Saving or Deleting from Reader.

% Given Mame | Surname | Sex 1 Wiegandl Fingerprints | Selected... 1
é Ll Gerard hazculine 22336 3
o Angelica Hess Feminine 22333 2
1 —— Binciu “arma Feminine 22341 3
i 3 B | Chataya Femirine 22348 2
Click 'Select ﬁ in Chian Mascuiing 22335 5
A" USETS. or WJones Chiang Masculine 22330 10
- Y Wuergen Klinzmann Mazculine 223ET 5
the individual @ Kevin Femining 22334 2
names to be % % Marie Ko Femirine 22342 2
i Paul “ictor Masculine 22340 2
Sa\\'Ed tﬂ Peter K Masculine 22343 10
reader. Fani Biohra Feminine 20544 3
Favi Sharma Masculine 22345 2
Santoso Mazculine 22349 1 b
Ulrich Mueller Masculine 22346 2
2 W climir Lebedey asculine 22347 1
Se‘ecl E Select All Users | E ‘ Close
‘Readers’. |

If instead of 'Auto Scan...OK' or 'OK' message, 'AutoScan...NG' is displayed on the status bar at the bottom of
the window shown abowe, do the following:

a. Ensure Reader SF6000 is connected to PC and powered up. Open Mifare Reader Utility window from Start
menu. Click Auto Scan and see that port number is indicated on the blue top bar of the window. If 'No Match
Reader..." is displayed, disconnect and reconnect or change the reader to a different port. Click Update Reader .
Then close the Mifare Reader Utility window.

b. Close the SmaFinger Fingerprint Update (for Readers) containing the error message. Reopen from the
SmakFinger Navigate, by clicking Configure Reader and Append/Delete Fingerprints. Now the 'OK' message
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will be displayed. Then proceed to actions at step 3.

aFinger Fingerprint Update (for Readers)

|Se|el:1 Readers and AppendiCelete Fingerprints in Readers.

Machine I | Status | Action

I Commport I

q Ready

Databaze

, Readers ‘

Qo1

Fingerprintsr

Append
Fingerprints

elete
Finigerprints:

Click
'Append

Celete A1
Fingerprints

Fingerprints’.

Cancel
Configure
Reader

Select
Readers

Smakinger Fingerprint Update {for Readers)

|Select Readers and AppendiDelete Fingerprints in Readers.
% Machine ID I Status I Action Commport
§ 1 Cnline Upload 55% (Kewvin 1 COM
=]
Append
ﬁ Finigetrints
Delete
Fingerprints
Cielete A
a Fingerprints
:
x Cancel
n Configure 2'
1. Readet Oon
Append Select completion
progress will el the window
be indicated. will close
automatically.

s

/
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Select Fingerprints from Database for Saving or Deleting from Reader.

Smakinger Fingerprint Update (for Readers) : 6 \

% Given Mame I Surname I Sex I Wiegand I Fingerprints I Selected. .. I

g Alan Gerard Mazculine 22336 3 3

o Angelica Hess Feminine 22333 2 2

e I [ Varma Femining 22381 3 3 Appended
ﬁ [ chahaya Feminine 22348 2 2 ﬁngerprints will

Jin Chan Mazculine 22335 5 5 E
[¥] Jones Chiiarigy Masculine 22330 10 10 be jndicated.
Juergen Klinsmann Ma=sculine 22337 ] 5 .‘

i Kevin Feminine 22334 2 2

§ Marie Ko Feminine 22342 2 2 i =

i HAraul Victor Masculing 22340 2 2 OK]message will
[ peter K Masculing 22343 10 1 appear on the
Rani Bohra Feminine 22344 3 3 Stat I bar
Favi Sharma Mazculine 22345 2 :
Santoso Mazculine 22349 1
Ulrich hueller Mazculine 22346
¥ ladimir Lebedey Mazculine 22347 Click
E Select All Uszers E Un-Select All Users
[ "

SmaFinger Fingerpri date (for Readers)

Select Fingerprints from Database for Saving or Deleting from Reader.
Given Mame | Surname | Sex | Wiegand | Fingerprints | Selected... |
L 2imn Gerard Mazculine 22336 3
7] D Angelica Hess Feminine 22333 2
1 D Bindu “arma Feminine 22341 3
g Ochahaya Feminine 22345 2
Check Ovin Chan Masculine 22335 5
boxes D Jones Chiang Mazculing 22330 10
—_— D Juergen Klinzmann Mazculine 22337 5
next to the i Okevin Faminine 22334 2
names to % O iarie Ko Faminine 22342 2
be 124 D Paul “ictar Mazculine 22340 2
D Peter K Mazculine 22343 10
deleted. Orani Bohra Feminine 22344 3
D Ravi Sharma Mazculing 22345 2
W O =artozo Mazculing 22349 1 _‘m
R i D Ulrich fueller Masculine 22346 2
Click O 1=adimir Lebedsy Mazculing 22347 1
| ] L}
Readers i E Select All Users E Un-Zelect Al Users
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aFinger Fingerprint Update (for Readers) : \

iSeIed Readers and Append/Delete Fingerprints in Readers.

MachineID' Status lAction Commport l
1 Ready O

Fingerprints

il

@

bl

]

fud

w

]
g

Delete
To delete Fingerprints

any or some | ..o
of the users, || Freeeints | NTo delete all,

click 'Delete - click 'Delete

“ Fingerprints'. All

Readers

Configure
Reader

Fingerprints '

Select
Readers

Fingerprirt=(6

Smakingen Fingerprint Update [for Readers) _ \\

|Selec¢ Fingerprints from Database for Saving or Deleting from Reader.
% Given Mame | SUrname | Sex ! Wiegand | Fingerprints | Selected. .. | vl
é D Angelica Hes= Feminine 22333 2
o |[Osindu Warma Feminine 22341 3 z i
| | O chahaya Feminine 22348 2 OK
@ D Dany Teng Masculine 22350 u] meﬁsage
Ouin Chian Mazculine 22335 5 W!“ apgear
D Jones Chiiarg Masculine 22330 10 indicaﬁn
S—— W Klinzmann Mazculing 22337 5 3 g
2 Owevin Femining 22334 2 ULk deletion
E A rarie [yta] Feminine 22342 2 SLUCCess.
o I:I Paul Wictar Mazculine 22340 2
I:I Peter K Mazculine 22343 10
n D Rani Bohra Feminine 22344 3
D Ravi Sharma Maszculine 22345 2
O sartoso Masculine 22349 1
D Ulrich Mueller Maszculine 22345
“ladimir Lehedey Maszculine
g Select Al Users | E Un-Select Al Users

For test \erification please see procedure in chapter 2.1.3 SmaFinger on Senice
For connecting to controller go to chapter 2.3 Connecting to Controller

Additional reading at chapters 3.11.3 SmaFinger Fingerprint Update Window Details & 3.11.6 Updating Database
of Multiple Reader Devices
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2.1.1.1.3 Save: Multi-Readers

Follow instructions up to step 3 in the previous section chapter 2.1.1.1.2 How to Sawe to/Delete from Reader the

Users' Fingerprints/Data? (Online Enrollment) . Next follow as follows:

Smakinger, Fingerprint Update (for Readers)

|Se|ed Readers and AppendDelete Fingerprirts in Readers.

Machine D |  Status

I Action I Commport

Database

i

, Readers

5 Reacly

COM3

Lopend
Fingetprints

Delete
Fingerprints

Delete Al
Fingerprints

Cancel

Configure
Reader

Select
Readers

Fingerprint=55H 9000

\&

Readers'.

~

Click
‘Select

1.
'Select Readers"

\

window will open.

vl
Select 'Machine ID’
(number), its
"Status will change

to "Online’.
.

\ Refresh I Ok |

gl
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Check box under

Select Readers |
= chine ID | : = IR B

Feemo

hine 10

W | = ||Cnline | ¥
o .|

v [F fonwe | x|

readers.

Repeat steps 5.2
and 6.1 for other

'Select'. ~ ”3 v"OnIine |i|
3 o [ lowee |

o [F lonwe | x|

r [ omwe] x|

3.
Click "OK".

2

=

e | ]l )

51

aFinger Fingerprint Update (for Readers)

|Selec1 Readets and AppendDelete Fingerprints in Readers.

~

§ fachine ID| Status IAdion Commport I
% 1 Ready COM3
f 2 Ready COM3
g Readly COM3 Append
ﬁ 4 Reachy COM3 Fingerprints
5 Ready O3 5
Elete Click
Fingerprints
"Append
Delete &l = = .
o Fnoererints | ||FIN@erprints.
=
Lil
x Cancel
“ Configure
Reader
e ]
e
Fingergrir Ii

\ AutoScan - Found on COM3
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SmaFinger Fingerprint Update {for Readers)
Select Readers and AppendiDelete Fingerprints in Readers.
L] _ F
n ttachine 0 | Status | Action I Commpart I
E 1 online Upload 15% (Jin Chan) COm3
=} 2 Wat... COM3
3 Wit Coma
Ap penq 4 Wt .. COM3 Fingerptints
Fingerprint 5 wait... o3
Delete
progress... Fingerptints

Delete Al
Fingerprints

Cancel

Cantigure
Feader

Select
Resdets

.

Fing,er Fingerprint Update (for Readers)

Appended
fingerprints
will be listed.

Click

Select Fingerprints from Database for Saving or Deleting from Reader.
ﬁ Given Name I Surname I Sex i Wiegand | Fingerprints I Selected.. I
% Alan Gerard Mazculine 22336 3 3
fe Angelica Hess Fetmninineg 22333 2 2
[¥] Binciu Warms Fetninine 22341 3 3 ‘
ﬁ Chahaya Feminine 22345 2 2
Jin Chan Masculine 22335 ] ]
Jones Chizng Mazculing 22330 10 10
—_— Juergen Klinsmann Masculine 22337 5 5
o Kewvin Feminine 22334 2 2
§ hdarie Ko Femining 22342 2 2
é Paul “ictar Masculine 22340 2 2
Peter K Masculine 22343 10 10
n Rani Bohra Feminine 22344 3 3
Rawi Sharma Mazculing 22345 2 2
Santoso Mazculine 22349 1 1
Ulrich hueler Masculine 22346 2 2
“lzditnir Lehedey Mazculing 22347 1 1
E Select Al Users E Un-Select Al Users
= '~
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2.1.1.1.4 Delete: Multi-Readers

Follow instructions up to step 2 in chapter 2.1.1.1.2 How to Save to/Delete from Reader the Users' Fingerprints/
Data? (Online Enrollment)

Smakinger Fingerprint Update (for Readers)

Select Fingerprints from Database for Saving or Deleting from Reader.
§ Given Mame i Surname i Sen | Wiegand | Fingerprints I Selected... I
E EAIan Gerard Mazculine 22336 3
4l D Angelica Hess Feminine 22333 2
1 D Bincu “arma Feminine 2234 3
) O chahaya Ferminine 22345 2
Check O.in Chan Masculing 27335 5
bﬂxes D Jones Chiang Wasculine 22330 10
—_— D Juergen Klinsmann Masculine 22337 a
next to the @ Okevin Feminine 22334 2
names to ﬁ O wtarie Ko Faminine 22342 2
he E D Paul “ictar Masculine 22340 2
D Peter K Mazculine 22343 10
deleted. Oreni Bohra Feminine 22344 3
D Ravi Sharma Mazculine 22345 2
2_I’f O =santozo Ma=culine 22349 1 _lﬂ

g 3 D Ulrich flueler Mazculine 223456 2
Click O 1adimir Lebedey Masculing 22347 1

g Select All Users E Un-Select Al Users:

r (=]

SmaFinger Fingerprint Update (for Readers)

Select Readers and Append/Delete Fingerprirts in Readers.

hachine |0 I Status iAc’[ion ICDmmpor‘[ I
7 Ready COoM3

Database

Fingerprints

[

Fingerprints

Drelete Al
Fingerprints

Readers

Configure
Reader

Select
Readers
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cl: Readers x|

g

r o
r [ oo 1)
r [F lomwe| x|
r [F Jomwe| x|

1.

To delete from a particular
reader select 'Machine ID’,

the "Status’ will become
'Online”. Check 'Select'
box next to it.

u || i (i

2.

Repeat the previous action in the
rows below for other readers.

Refresh 8.4
Ll |
LA

3. Click "OK".

J

/ Select Readers x|

Select [Maching ID | Status JRemove

v ||2 vI|OnIine |i|;|

1

I|7 ||1 vI|OnIine |ﬂ

To delete from ||7 o =]lonine | x|

all readers click |__| :
'Refresh’. The ||7 [ 2] lﬂ

"Status” will turn ||7 [F =]onine | x|

to "Online". k ||—L,|ofﬂine|ﬂ

2.
Click 'OK".

-

=/
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SmaFinger Fingerprint Update [for Readers)
Select Readers and AppendDelete Fingerprints in Readers.
% achine D I Status I Action Commport
é 1 Ready COM3
= 2 Ready COM3 1.
— 4 Ready COM3
3 Ready COM3 TD dEIEtE
5 Ready COM3 anv or some
Fingerprints of the users
. Delete Al click 'Delete
i Fingerprints - - .
2 |Fingerprints’.
&
Configure
Reader 2.
S| | | To delete all
S click ‘Delete
All
Fingerprints’.
AutoScan - Found on COM
SmakFinger Fingerprint Update (for Readers)
Select Readers and AppendDelete Fingerprints in Readers.
E hdachine 0 | Status | Action Cotnimport
E 2 Cnline Delete Ok COM3
i 1 online COM3
. 4 Cnline Delete Ok COM3 Append
Deletion ﬁ 3 online  Delete OK COM3 Fingerprints
3 Cnline Delete Ok COM3
progress Delete
Fingerprints
Delete All
Fingerprints

Readers

Configure
Reader

Select
Readers
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maFinger Fingerprint Update {for Readers) |z|

|Selec1 Fingerprints from Database for Saving or Deleting from Reader.
§ Given Mame | SuUrname | Sex | Wiegane | Fingerprints | Selected... | 2]
é D Angelica Hess Feminine 22333 2
=] O &indu Warma Femining 2234 3 % i
Ochahaya Faminine 22345 2 OK
ﬁ D Darry Teng Mazculine 22330 1] message
Odin Chan mazculing 22335 5 wi" appear
D Jones Chiang Mazculine 22330 10 indicaﬁn
D Juergen Klinstmann Masculine 22337 4 i g
9 Okevin Feminine 27334 2 =B deletion
% Orterie Ko Femining 22342 2 ’ SLCCess.
it D Paul “ictar Mazculine 22340 2
D Peter K Mazculine 22343 10
D Rani Bohra Femining 22344 3
D Ravi Sharma Mazculine 22345 2
O zantaso Mazculing 22349 1
D Ulrich Mueller Masculine 22346
“ladimir Lebedey Mazculine 22347
E Select All Users E Un-Select All Users

SmaFinger Fingerpri pdate (for Readers)
Select Readers and &ppendTelete Fingerprints in Readers.
Machine ID | Stetus | Action

g ! I Commpart I
[ 1 Cnline Delete Al O COM3
g 2 Cnline Delete Al OK COM3
4 Cnling Delete Al CK COmM3 Append
3 online Delete Al Ok COM3 Fingerprints
peecan | @R o e
progress DR
Fingerprints

Readers

Cancel

Configure
Reader

Select
Readers

Delete All...
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SmaFinger Fingerprint Update (for Readers)

[Select Readers and Appenﬂbélé’fe F'ingerpr'il"&s'in Readers.

§ Machine 1T ] Status | Action Commgport
é 1 Cnline Delete Al 0K GOk
o 2 Online Delete Al 0K [ela] k]
— 4 online Delete Al OK COM3 Appenc
b |3 online Delete Al OK COM3 | Fingerprinta i
& Cnline Delete Al 0K GO —l
Delete
Fingjerprints
= QeleteAlI !
w e i
& i Fingerprints i~
= ———
= |
L
iy
ﬁ Configure
Reader
Select
Feaders 2_
' Click 'Close".
Close

2.1.1.1.5 How to Register and Save to Reader New Users' Fingerprints?

Fingerprints of new users can be saved in the following ways:
1. Using Enroll Card (Offline Enrollment).

2. Online Enroliment.

2.1.1.1.5.1 Using Enroll Card

When a new user is to be registered, first his/her fingerprints have to be registered using the Programmer
SF600P connected with the host PC as illustrated in chapter 2.1.1.1.1 How to Register Users' Fingerprints? If the
reader is already installed at entry point/terminal, instead of disconnecting the reader from there and reconnecting
it with host PC to transfer the fingerprint data online, an Enroll Card bearing the fingerprint data of the user can be
issued. Reading the Enroll Card at each installed reader will transfer the fingerprint data of the new user to the
reader's database. This is referred as Offline Enroliment, the procedure for which is as follows:

The SmakFinger Card Issuer program should have been installed and opened on the host PC. The Card Issuer
PCR310U should have been connected to the host PC and detected by CI program. (Please refer chapter 1.2
Connection & Installation of Card Issuer .)
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/ % SmaFinger Navigate

b Farmet and lssue Cards

—Connection Checking —

: »'.',/

Open j Madify Database and lzzue Cards from Detabasze ~ Card lssuer
"SmaFinger / Wy
Naviagale' ﬁ Configure Reader and SAppendiDelete Fingerprints o
and click
: Programimer
Mﬂdlfy Configure |ssuing Settings
Database
and ISSUE @ User Manual and Help
Cards from Readers

Database’. ¥ Always Start from Mavigate Refresh List |

SmaFinger Users Database - SF&00 series [%] \

File Edit Tool
Given Name I Surname I Sex I Wiegandl Fingerprints I s
Alan Gerard Masculine 22336 3
Angelica Hess Feminine 22333 2
Biiruciu Warima Femining sy 3 g Fi
Chahaya Feminine 22348 2 Fingerprirt maringer
Jin Chan Mazculine 22335 5 B ks Users
Jones Chiang Masculine 22330 10 il =tz Datab .
Juergen Klingmann Mazculine 22337 3 lszue Uszer Card alabasec
Kievin Femiriine: 72334 2 will open
Marie Ko Feminire >2342 2 =
Paul Yictor Mazculine 22340 2 —|| l==ue Enrall Card with the
Peter K Masculine 22343 10 —_— message 'No
Feani Bohra Feminire >2344 3 ]
Ravi Sharma Mazculine 22345 o [Ej||issue BeEtecar Card".
& & = 49 IR
Al Meswe Liser Eclt Lizer Bemove User Update Reacer

P
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Insert a Mifare card in the
cradle of Card Issuer
PCR310U. lts second green
lamp will glow and a
message box will appear.

SmaFinger

¥ou don't have MAD Format!
Do wou wank ko Format?

2.
Click "Yes'

.

~N

1aFinger Users Databhase - SF600 series - 16828D7TC

File Edit Tool

Given MName Surnarme Sex Wiegand | Fingerprirts |

Alan Gerard Masculing 22336 3

Angelica Hess Femining 22333 2

Binciu Marma Fetninine 2234 3

Chahaya Feminine 223458 2 Fingerprint

din Chan Masculing 2FE3 i B

Jones Chiang Masculine 22330 10 - Card lssus Card
Juergen Klingmann tazculine 22337 -] lz=ue Uzer Card

Kewvin Femining 22334 2 4| Present
harie Ko Feminine 22342 2 message
Pal Yictar Masculing 27340 2 —|| IssueEnroll Card P

Peter K Masculine 22343 10 will

Fani Bohra Feminine 22344 3 a ear.
R Sharma Masculing 22345 2 a8 lesiz (Pillia Cle pp

& & = A SR
\ Add Mew User Ediit U=er Remove User Updste Reader /
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% SmaFinger Card Issuer - COM6 :| [’X|
-
e. GIGA-TMS INC. SmakKinger Card Issuer
Quality, Delivery & Service
for Smart Fingerprint Reader v1.1r1
Card Sk I Class I Type I Level I Statuz I Refresh List
1B82493C  MIFARE 1K MADT Admin Ry App Sector Pazs -
s
pentor gl Search PCRAD
Block0 COO0000C0O0000000000000000000000000  ......ccvvuuaans e
Blockl 00000000000000000000000000000000 ..., ovveaaans
BlockZ 00000000000000000000000000000000 ......oovvunaans :
User Card
-MAD Card -
Format |
Assignment I
Remowe AlD |
‘Read OK'
message will |
—MAD AID Wap =5
appear. User Data Sector #1 = |
—Fingerprint= foeey |
ﬂ

1aFinger Users Database - SF600 series - 16823D7C

X
Fil= Edit Tool
Given MName Surname Wiegand | Fingerprints | A T
22336 3
Angelica Hess 22333 2
Binciu Narma Fetninine 1 22341 3
Chahaya Femining i 22348 2 Fincyerprint
Jin Chan mascuine | Select 22335 s B 4|
Jones Chisng Mazculing 22330 10 - Card lssue
Juergen Klinzmann Masculing name. 2EFET 3 lzsue User Card
Kewin Feminine 22334 2
hdarie Ko Feminine 22342 2
Pail Yictar Masculing 22340 2 = sue Enrall Card 2
Peter K Masculing 22343 10 3
Fani Bohra Feminine 22344 3
R Sharma Masculing 22345 o [ Hjjj|lesHER R .CIICk
Issue
”,
2 & & 0
\ Add Mew User Edit User Remove User Update Reader Card' = /
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i Select Multi-Finger for User Card

Available

The available
fingerprints will be
displayed on the left
window...

Remain capaci

Ok

2. Select it by clicking
here.

Cancel |

1. Click a figuration

corresponding to the
user's fingerprint to be
selected.

%

et

Selecl Multi-Finger for User Card

Ayailable

\‘.’/, }‘30 3

Fingerprint is
transferred to
'Select’ window.

1. Transfer more
fingerprints if

Remain capacity

required.

8139 | Cancel

2. Click OK.

\

Note: 1K Mifare Card can take prints of up to two fingers and 4k can take that of up to four fingers.
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smaFinger Users Database - SF600 series - 16828D7C El \
File Edit Tool
Given Mame I Surname I Sex I Whiegand 1 Fingerprintz ! ) T
Alan Gerard Masculine 22336 8
Angelica Hezs Feminire 22333 2
Binciu Varma Feminine 22341 3
Chahaya Feminire 22348 2 Fingerprint
Jim Chan Masculine 22335 5 = Issue
Jones Chisng Mazculine 22330 10 [~ Card lssus Enroll
Juergen Klinzmann tasculine 23T 3 lzsue User Card
Wevin Feminine 22334 2 Card
harie Ko Fetninire >2342 2
Paul ictor IMasculine 22340 P —— I'HES?age
Peter K Masculing 22343 10 will
Reani Bohra Fetminire 22344 3 a ear
Fiawi Sharma Mazculine 22345 2 s Sl D2 SO | pp
Adldl Mew User Edltt Ulser Remove User | Updste Reacder
Remove card from PCR310L.
Repeat steps 3 to 9 to issue "Enroll Cards’ for other new users.

10

1.
Take 'Enroll Cards’
of new users to Manager
reader located at
entry
pointfterminal. . > e >
To read card About 2 seconds Success
2. 3.
Scan each card at the Repeat points 1
reader till the green LED and 2 for readers
on the reader glows with a at other entry
\ beep.

pointfterminals. /

For test erification please see procedure in chapter 2.1.3 SmaFinger on Senice

Additional reading at chapter 3.11.7 Creating and Managing MAD card
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2.1.1.1.5.2 Online Enrollment

21116

Reader can be disconnected from the controller at the entry point/terminal at a convenient time of the day and
brought to the host PC and then the fingerprint data of the new user can be transferred online from the host PC as
described in chapter 2.1.1.1.1 How to register Users' Fingerprints? . After the update the readers can be
reconnected to the controllers at the entry points/terminals.

For test \erification please see procedure in chapter 2.1.3 SmaFinger on Senice

Please also refer chapter 3.11.3 SmaFinger Fingerprint Update Window Details

How to Delete Records of Departed Users?

When any user is to be denied access permission due to his/her resignation, dismissal etc. the fingerprint data
of the user is deleted from the reader. The data of departed users can be deleted in the following ways:

1. Using Delete Card (Offline Deletion)

2. Online Deletion

2.1.1.1.6.1 Using Delete Card

If the reader is already installed at entry point/terminal, instead of disconnecting the reader from there and
reconnecting it with host PC to delete fingerprint data online, a Delete Card can be issued. Reading the Delete
Card at each installed reader will delete the fingerprint data of the departed user from reader's database and the
user cannot gain access anymore. This is referred as Offline Deletion.

The SmaFinger Card Issuer program should have been installed in the host PC. The Card Issuer PCR310U should
have been connected to the host PC and detected by the program. (Please refer for details in chapter 1.2
Connection & Installation of Card Issuer .)

f,r & SmaFinger Navigate .
n L ; Connection Checking =
Open ﬁs Madify Database and lssue Cards from Datakbase
"SmaFinger [;@
Naviagale' Configure Resder and AppendiDelete Fingerprints
and click
.MOdifY Configure lssuing Settings
Database
and ISSUE User Manual and Help
Cards from
Database’. W Always Start from Mavigate Refresh List
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SmaFinger Users Database - SF600 series

Fingerprint

i

—Card lzsue

lzsue User Card

|zzue Enrall Card |

|zsue Delete Card

File Edit Tool

Given Name Surnatme Sex Wiegand | Fingerprints | )|
Alan Gerard Masculine 22336 3
Angelica Hess Feminine 22533 2
Bircu Marma Feminire 2234 3
Chahaya Feminine 223458 2

Jin Chan Mazculine 22335 5 B
Jones Chiang Mazculine 22330 10
Juergen Klinsmann Mazculine 22337 5
Kevin Feminine 22334 2
Marie Ko Feminire >2342 2

Paul Victar Masculine 22340 2
Peter K Masculine 22343 10

Feani Bohra Feminire >2344 3

Ravi Sharma Masculine 22345 2

S [ - |
Addd Mewy User Edit Lizer Remove User Updste Reader

=

'‘SmaFinger
Users
Database’
will open
with the
message 'No
Card".

P

-

1.

Insert a Mifare card in the
cradle of Card Issuer
PCR310U. lts second green
lamp will glow and a
message box will appear.

N

2.
Click "Yes'

SmaFinger

Do you wank bo format?

You don't hawe MAD Format!
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Given MName | Surnarme Sex Wiegand | Fingerprints | ]|

Alan Gerard Masculine X2336 3

Angelica Hess Feminine 22333 2

Binciu Marma Fetninine 2234 3

Chahaya Feminine 223458 2 Fingerprint |

Jin Chan tazculine 22335 3 (B

Jones Chisng Masculing 22330 10 - Card lssue Card
Juergen Klingmann tazculine 22337 -] lszue User Card

Kewin Ferminine 22334 2 Present
arie Ko Fetninine >2342 2 message
Paul Yictor Mazculine 22340 2 || lssueEnroll Card P

Peter K Masculine 22343 10 will

Rani Bobra Feminine 22344 3 a ear.
Rawi Sharma Masculine 22345 Pl ||[leship e PP

\ Addd Mewy Lser Edit Llzer Remove Lizer Updsate Reader /

=) SmaFinger Card Issuer - COM6& | | |z|

QGIGA-TMS INC. Smakinger Card l.s

Quality, Delivery & Service
for Smart Fingerprint Reader vi.iri
card w“l Card S | Class | Type | Lewvel | Stetus | Refresh List
be 1B82807C  MIFARE 1K MADT &dmin Ry App Sector Pass —
-l
formatted sector #1 ol
Search PCR310
Elock0 CO000000000000000000000000000000 .. eeeuuneenees —_—
and sec“?r Elockl 00000000000000000000000000000000 .. eeeeuuneenees L
blocks will ElockZ 00000000000000000000000000000000 .. eceeeuneenees b\x
be —h- User Card
displayed. e

Format |
Assigniment |
Remaowe &0 |

Read OK! ﬁ

message ol
will I
~MAD AID Map == -
ﬂppear- —User Data Sectar #1 = | o
—Fingerprints = | Sonfidi®e

Jl
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1a inger Users Database - SF600 series - 1B626D7C \

File Edit Tool
Given Mame Surname Sex Wiegand | Fingerprints | A
Alan Gerard 22336 3
Angelica Hess 22333 2
Binciu Varma 22341 3
Chahaya Femining 22348 2 Fingerprint
din Chan Masculing il 22333 L =
Jones Chiang Mascuine | g 1o b 22330 10 partiEEtE 2
Juerdgen Klinsmann Masculing electa 22337 a3 lzsue User Card R
Kevin Feminine name. 22334 2 Click
harie Ko Feminine 22342 2 IISSUE
Pal Yictar Masculing 22340 2 — || tssueEnroll Card
Peter K Masculine 22343 10 Delete
Reani Bohra Fetminine 22344 3 .
Ravi Sharma Masculing 22345 > [ e Rekrte | Card".

* . = a
Edit User Remove User Update Reader

\ Add MNew User

™

smaFinger Users Database - SF600 series - 1B82ZBTBC |E \
File Edit Tool
Given Mame I Surname I Sex I Wyiegand I Fingerprints I | =
Alan Gerard Masculine 22336 3 |
Angelica Hess Feminine 22333 2
Binciu Warma Feminine 22341 3 |
Chahaya Feminine 22348 2 | Fingerprint
Jin Chan Mazculine 22335 5 B
Jones Chisng Masculing 22330 g0 || Cerd lesue
Juerdgen Klinsmann Mazculing 2EFIET 3 | Izsue User Card
Kewvin Feminine 22334 2 | -
Marie Ko Femirine 22342 : Issue Delete
Paul Yictor Mazculine 22340 2 || l=sue Enroll Card Card OK'
Peter K Masculine 22343 10 5
Feani Biohra Feminire >2344 3 message Wl"
Favi Sharma Mazculine 22345 2 & appear_
Addd Mewy User Edlit Uzer Remove Lser Updsate Reader

After OK message shown above
remove the card from PCR310U.

Repeat the procedure from steps
2 to 7 for other departed users.

/

-
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I
Take "Delete
Cards’ of
departed users to
reader located at
entry
point/terminal.

Manager

I — s — .

To read card Ahout 2 seconds Success

2. 3.
Scan each card at the Repeat points 1 and 2 for
reader {ill its green LED each reader located at
glows with a beep. other entry pointsfterminals.

For test erification please see procedure in chapter 2.1.3 SmaFinger on Senice

2.1.1.1.6.2 Online Deletion

The reader can be disconnected from the controller at the entry point/terminal at a convenient time of the day
and brought to the host PC and the fingerprint data of departed users can be deleted online using SmaFinger

Card Issuer program in the host PC. Later the reader can be reconnected at its entry point/terminal. This is
referred as Offline Deletion.

Installation and configuration of the reader should have been completed as illustrated in chapter 1.4 Connection
and Installation of Reader. Fingerprints should have been registered as given in chapter 2.1.1.1.1. How to
Register Users' Fingerprints? Mifare Reader Utility should display reader and port numbers.
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1
Open 'Mifare Reader Utility' and
"Configure' windows. Eﬁg“’e
Ensure App Keys are same in both. _ _';neral

Start Up IStart from Mavigste j

/4~ Mifare Reader Utility ('1.1RB)

( Wiegand T BEATHZ T RE232
Mifare T Feader T LECVBuzzer

— Card Information
MAD-AID (HEX) |4?I33

Mon-ha

v Uszed Card (Mot issued by PROMAG card issuer)

Reader

Auta Scan Update Reader Test | i | Language
SFE10-00 On COMS3 A
2 3
Click ‘Update Reader Click 'OK’ and then close Cl window.
and close the window.

Note: Close the Mifare Reader Utility Window.

/ & SmaFinger Mavigate : \

A8 —Connection Checking ——
g"-,“" 1 Farmat and |ssue Cards
- <
1 = ﬁ Madify Database and lssue Cards from Datakase Card lzsuer
Open
Sma_Flng.er &l Configure Reader and Append/Delete Finoerprints -
Navigate®.
Programmer
2_ T ! Configure lssuing Seftings
2 . - o
Click "Configure
Reader and @ Lizer Manual and Help
Append/Delete Gl
Fingerprinls' : W Always Start from Mavigate MI /

If instead of 'AutoScan...OK' or 'OK' message, 'AutoScan...NG'is displayed on the status bar at the bottom of
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the window shown abowe, do the following:

a. Ensure Reader SF6000 is connected to PC and powered up. Open Mifare Reader Utility window from Start
menu. Click Auto Scan and see that port number is indicated on the blue top bar of the window. If 'No Match
Reader..." is displayed, disconnect and reconnect or change the reader to a different port. Click Update Reader .
Then close the Mifare Reader Utility window.

b. Close the SmaFinger Fingerprint Update (for Readers) containing the error message. Reopen from the
SmakFinger Navigate, by clicking Configure Reader and Append/Delete Fingerprints. Now the 'OK' message
will be displayed. Then proceed to actions at step 3.

SmaFinger Fingerprint Update (for Readers) E|
Select Fingerprirts from Databaze for Saving or Deleting from Reader,

ﬁ Given Mame Surmame Wiegand | Fingerprintz | Selected. ..
L =
O Hess Feminine 22333 2
— D Bindu Warma Ferminine 22341 3
1. @ O chahaya Faminine 29348 2
Select the DJin Chan Mazculine >2335 5
D Jones Chiang Mazculine 22330 10
d ep anEd D Juergen Klinsmann Mazculine X337 5
users' = Oxevin Feminine 22334 2
= |:| Marie Ko Feminine 22342 2
names. & DPauI Wictar Mazculine 22340 2
|:| Peter K Masculine 22343 10
n D Rani Bohra Ferminine 22344 3
|:| Ravi Sharma Masculine 22345 2
O sartoso Masculine 22343 1
2 - |:| Ulrich Mueller Masculine 22345 2
Click O taciimir Lebedey hasculing 22347 1

.He aders. - E Select All Users E Un-Select All Users Close
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SmaFinger Fingerprint Update (for Readers)

Select Readers and Append/Delete Fingerprintz in Readers.

Machine 1D |

Status | Mction

I Commport I

1

Detabase

i

Readers

Ready

COhH

Append
Fingerprints

s Click 'Delete

Fingerprints

B‘Slete Al Fingerprints’.

Fingerprintz

Cancel

Configure
Reader

Select
Readers

SmaFinger Fingerprint Update (for Readers)

Select Fingerprintz from Databasze for Saving or Deleting from Reader.
§ Given Matme ] Surname ] Sen ] Wiegancd ] Fingerprints | Selected... I
% Alan Gerard Mazculine 22336 3 3 _‘ﬂﬂ
fes! D Angelica Hesz Feminine 22333 2
— D Bincu “Yarma Feminine 22341 3
ﬁ O chahaya Ferminine 22345 2
D Jin Chan Masculine 22335 3 1 1 =
O.Jones Chiang Masculin 22330 10 oK"
|:| Juergen Klinzmann Wazculine 22337 5 message
o Okevin Faminine 22334 2 =
% [ tarie Ko Feminine 22342 2 will appear
i D Paul “ictar Wasculine 22340 2 at |he
D Peter K Wasculine 22343 10
D Rani Bahra Feminine 22344 3 bOttOm 2
D Rarvi Sharma Masculine 22345 2
O =artoza Masculine 22349
D Ulrich iueller Iazculine 22345
D “ladimir Lehedey Masculine 2234 2
E Select All Users E Un-Select All Users CIICk
= -
"Close’.

For test \erification please see procedure in chapter 2.1.3 SmaFinger on Senice

For window details please see chapter 3.10.3 SmaFinger Fingerprint Update Window Details
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Access by Card

While registering fingerprints of users, on rare occasions, a user's fingerprint/s may not be registered. Some of
the reasons for this are given in the following text:

"Fingerprints are unique to each finger of each individual and the ridge arrangement remains permanent during
one's lifetime but an individual's age and occupation may cause some sensors difficulty in capturing a complete
and accurate fingerprint image. There are some instances when an individual may not have characteristics that
are of sufficient quality to enable enroliment in a biometric system. There are some instances when an individual
may not be able to provide an image of sufficient quality to the biometric system. For instance, a fingerprint may
not be rolled correctly or there may be dirt on the sensor Individual disabilities may exist, such as lacking a
finger. The probability of such instances is small in most application environments, although it is important to
have a contingency plan when such failures to enroll occur.”

Reproduced from: http://www.biometricscatalog.org/NSTCSubcommittee.

Installation and configuration of the reader should have been completed as illustrated in chapter 1.4 Connection
and Installation of Reader Fingerprints should have been registered as given in chapter 2.1.1.1.1. Mifare Reader
Utility should display reader and port numbers.

g— ——
"

% SmaFinger Card) Issuer, - COM6

e GIGA-TMS INC. SmaFinger Card Issuer

Quality, Delivery & Service
for Smart Fingerprint Reader vi1.1r1

Card Shl | Clazs | Type | Lewvel | Statuz ]

Refresh List

Search PCRE10

—MaD Card

SmaFlnger Usells Datahase SFBIJ
File Edit Tool q

*&

@’ ‘®

Given MName | Surname | Sex i | ‘Wiegand | Finger prints ] A

Alan | Gerard Masculing % 22336 3

Ancelica Hess Feminine 22333 2

Binciu Warma Feminine 2234 3

Chahaya Feminine 22348 2 Fingerprint

Dany | Tengy hazculing I —
Jin Chan Masculine 22335 5 Eaicste

Jones T Chiang Masculine 22330 10

Juergen 2337 5 Database
Kewin Register Finger b_(| 2334 1

Marie ety 2

Paul (2340 2

Peter 2343 10 Eoss

Rari ' 2344 3 (@ e J

Lic Reader _

Acded Mew
R_tht Forefinger is selected
Cancel OK .
PUT 9D |
ﬁIOIII' Enrall Finger If these window
nger Put finger
\ o P CLLLL are open, close
\ P ....... them.
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/ & SmaFinger Navigate |z
5 —Connection Checking —
\ 5 Format and lzsue Cards —
A AL
=
Open ﬁ Modify Database and lzsue Cards from Database card lssusr
SmaFinger -
Navigale ﬁ Configure Reader and AppendDelete Fingerprints yhE
and click
. - Programmer
MOdI'Y o ! Configure lssuing Seftings
Database e
and Issue W
User Manual and Help
Cards from Readers
\ Database’. W &lways Start from Mavigste Refresh List |/

N\

Note: If the SmaFinger Users Database opens with the message 'Port is closed please press Key Search' and on
moving the curser over the right side menu of the window you see the message ‘Can't Find PCR310U', close the
window and click 'Search PCR310U' on the SmaFinger Card Issuer window. If you again get the message: 'Can't
Find PCR310U' remove and reconnect PCR310U or change the USB port to which it is connected and search
again. The port number of Card Issuer PCR310 should be indicated. Next click Database.

maFinger Users Database - SF600 series EI \

File Edit Tool
Given Mame I Surname I Sex I Wieganc I Fingerprints I [l T
Alan Gerard Mazculing 22336 g |
Angelica Hezs Feminine 22333 2 i &
Bincl Varma Feminine 22341 3 i SmaFinger
Chahaya Feminine 22348 2 Fingerprint
Dany Teng Iazculire 22350 = users z
Jin Chean Masculine 20335 5 || Cardlssue Database
Jones Cr_'uiang Mascul?ne 22330 10 ] I=sue User Card will Dpen
Juergen Klinsmann hasculine 22337 5 || — N
Kevin Femirine 22334 | with the
Marie Kp Feminir!e 22342 2 Issue Enrall Card | message
Paul Wictar Mazculine 22340 2 i .
Peter K Masculing 22343 10 : T No Card'.
Rani Bohra Feminine 22344 s (W e
I ,& } ﬂ _ Close this
\ Addd Mewy Lser Edlit Lizer Remove User Update Reader WIndnw'/J

Note: 'No Card Message' can be seen by moving the curser over the right side menu of the window.
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% SmaFinger Card Issuer - COM6
e. GIGA-TMS INC.

smakinger Card Issue

Refresh List

ao0000000000000000000000000000000
a0000000000000000000000000000000

2.
Card sector blocks
will appear on the

Blockl
Blockz

Quality, Delivery & Service " ‘
for Smart Fingerprint Reader vi.ri
Card SM | Clazs | Type | Level | Status |
1B52807C  MIFARE 1K WAL Adkmin Rty App Sector Pass
Jector #1
BlockO CO00000O0OQO0QQODO00000000000000000 . ... annanns

Search PCR310

................ \“:("

1.
Insert a Mifare Card
in the cradle of Card
Issuer PCR310U. lts
second green lamp
will glow.

g‘gér Card ™
MAD Card \

Fortmat |

Aszignment |

3.
Click "User Card’’

Remaove A0 |

Smakinger

Wou don't hawve MAD Format!
Do wou want ko Format?

window.
Databasze
—MAD AID hap = | T
—User Data Sector #1 =% | el
—Fingerprints bl | Configure
A
4 N
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/ Issue User Card - 1B81FCOC \
Raw Data 2-
Select 0
] Bt o =l 1]] for
T - Bit 8 M system
Select "Wiegand' (for ! — \ y
example) B L Sl
[~ Auto Step for Serial Number |1 for site
3 code and
Enter sile code and Card Holder Information (Optional) 16 fOr
serial number. Rl [T serial
n Name B number.
Enter name and Access Mode 6
gender_ & Card Only " Carc+Fingerprint | i
Remain capacity S5% .CIlck
5 . . | _ | Write
- Fingerprints Read Card Write Card z
\ Select 'Card Only' Card /
ue User Card - 1B81FCOC

Wiegand

7\

‘Write OK*
message
will appear.
4
— Card Holder Information (Optional) II CI Ih
SLFMEme, ITeng / ?SE (=]
window
: IDa:r'rgfT
and
IMascuIine vl
remove
Access Mode Fd h d
& Card Only ® Card+Fi%int the car
Remain capacity from Card
Finmerprints Read C ISSUET
\ PCR31 DU/

For test erification please see procedure in chapter 2.1.3 SmaFinger on Senice

For connecting the reader to controller please go to 2.4 Connecting to Controller
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Only the reader is necessary in this system. Manager Enroll Card and Manager Delete Card supplied by Giga-
Tms along with User Cards are required. Once registered user can gain access by scanning their fingerprint or
card. On the rare occasions when the reader fails to capture a user's fingerprint, a card with randomly generated

RFID code can be issued.

The reader should have been mounted and connected as per the connection details in chapter 3.10.2 Secure
Mounting Installation and chapter 2.4 Connecting to Controller

Access by Fingerprint

User's fingerprints are stored in the reader and each user can register up to 10 fingerprints. Once registered, the
user can gain access by scanning any of the fingers that were registered.

Standby

\ 4

L 2

Read Manager
Enroll Card

Read Card

User’s Card

Scan Fingerprint

A

Manager Card

v

Scan same
Fingerprint again

Scan Second
Fingerprint?

Read Manager Enroll Card
to exit the enroll mode.

Step 1

In Standby Mode the blue LED will remain steadily on. Scan a
Manager Enroll Card to change to Enroll Mode. The LED
colour will change from blue to green and blink.

Step 2

Scan a User Card to store the card's UID or Sector Data until
the green LED blinks. Then it will turn blue and blink indicating
that it has changed back to Scan Mode.

[If you want to return to Standby, scan the Manager Enroll
Card. The reader will return to Standby mode and blue LED will
turn on and remain on without blink as it was at the start.]

Step 3

While the LED is in Scan Mode with blue light on and blinking,
scan user's fingerprint till a beep sound is heard followed by the
LED colour turning from blue to green. When the LED turns
blue and again starts blinking, scan the same finger again and
after hearing beep sound removwe finger.

Step 4

Continue step 3 to scan second fingerprint with the same card
UID or Sector Data, if needed. (The same card UID or Sector
Data can enroll up to 10 fingerprints)

While the LED is in Scan Mode with blue light on and blinking,
scan the Manager Enroll Card to finish the enrollment and exit
the Enroll Mode.

Then the user can gain access by scanning his fingerprint at
the SF600 reader in which he had enrolled his fingerprint.
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Note:

1. Warning: Keep the User Card and do not lose it as otherwise you cannot delete user from the reader.
2. For multi-user, please use the Multi-User Card to create serial number automatically.

For test \erification please see procedure in chapter 2.1.3 SmaFinger on Senice

Access by Card

Card data is stored in the reader. Access is gained by cards only.

A 4

Standby
I

v

Read Manager
Enroll Card

Read Card

User's Card

Scan Mode

Y

A

Manager Card

Read Manager Enroll Card
to exit the enroll mode.

Step 1

In Standby Mode the blue LED will remain steadily on

without blink. Scan a Manager Enroll Card to change o
Enroll Mode. The LED colour will change from blue to

green and blink.

Step 2

Scan a User Card to store the card's UID or Sector Data
until the green LED blinks. Then it will turn blue and blink
indicating that it has changed back to Scan Mode.

[If you want to return to Standby Mode, scan the Manager
Enroll Card. The reader will return to Standby Mode and
blue LED will turn on and remain on without blink as it
was at the start.]

Step 3

While the LED is in Scan Mode with blue light on and
blinking, scan the Manager Enroll Card to finish the
enrollment and exit the Enroll Mode.

Then the user can gain access by scanning his card at
the SF500/SF600 reader in which he had enrolled his
fingerprint.

For test \erification please see procedure in chapter 2.1.3 SmaFinger on Senice
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Fingerprint and card data can be deleted from the reader in this mode.

2.1.3

77

Standby
|

A

v

Read Manager
Delete Card

Read Card or Put
user's fingerprint

Manager Card

User’s Card

Deleting
(LED OFF)

Step 1

In Standby Mode the blue LED will remain steadily on
without blink. Scan a Manager Delete Card to change to
Delete Mode. The LED colour will change from blue to
red and blink.

Step 2

Scan the User Card to delete all fingerprints of the user
or place user's fingerprint to delete all his/her registered
fingerprints.

Scan the Manager Delete Card to finish deletion and exit
Enroll Mode.

For test erification please see procedure in chapter 2.1.3 SmaFinger on Senice

For connecting to controller please go to chapter 2.4 Connecting to Controller

SmaFinger on Service

After registering and saving a fingerprint or issuing a card a test verification can be done by scanning the
fingerprint or card at the reader. (Controller's action can be seen only when the reader is connected to controller.)

a) If the fingerprint of user does not match with that in the database of the reader, its blue LED will go off with

beeps and then come back to steady blue indicating standby mode. The reader will not pass access signal to the

controller.

b) When the fingerprint of the user matches with the reader database, blue LED will turn off and green LED wiill
turn on. Access signal will be passed to controller.

c) If a card is presented by a user the reader will scan the card data and compare it with its database. Same as
abowe, access signal will be passed if it finds match with its database, otherwise not.
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Operation without Database

This facility is provided for countries where maintaining fingerprint database by private organizations may have
been disallowed. The fingerprints are not stored in host PC or reader’'s database but on a User Card and the
same is issued to the user. The user gains access by scanning the card in his possession along with his/her
fingerprint. The reader enables access if the user's fingerprint matches with that on the user's card.

This is available under the following two systems:
1. Online System

2. Offline System

Online System

This integrated system consists of devices Card Issuer PCR310U, Programmer SF600P and Reader SF500/600.
An Enroll Card bearing the fingerprint data of user is generated to transfer the data to the reader located at entry
point/terminal.

Access by Card + Fingerprint

Proceed as follows after installation of Card Issuer PCR310U, Programmer SF600P and Reader SF500/600 as
illustrated under chapter 1 Installation

/ )f_’ Mifare Reader Utility (¥1.1RB)
( Wiegand T ABA_THZ T RS232
r-p_1ifare T Reader T LEDVBLZZEr
s
1 Reacer I m
Select ‘Reader’ § C wiegand & ABATH2Z  ( RS232
tab. or TSN When card errar) ;i
Fingerprirt Reader
2 Fingy | [v Beep
} :| |v Enable
Selectinterface. For eg. 7
ABA'TKZ SN | Marmal -
Door Controlf PR =
3
Make necessary —
settings and click P — AT Ml ate Feader Test | G | Langusce
\ "Update Reader'. SFE10-00 On COMS3 /
N
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/

& SmaFinger Navigate

Format and Izsue Cards

—Connection Checking —

{

Card lzsuer

%

Cllck ﬁ Madify Databaze and lssue Cards from Database
‘Format

and |$$Ue ﬁ Configure Reader and AppendiDelste Fingerprints
Cards’.

oh ! Canfigure lssuing Settings
7]

=

Programmer

@ User Manual and Help

¥

Feaders

W Alwvays Start from Mavigate

Refresh List |/

? SmaFinger Card Issuer - COM6

Quality, Delivery & Service

e, GIGA-TMS INC. Smakinger Card Issuer
for Smart Fingerprint Reader v1.1r1

O]

Card Sh | Class I Type | Level | Statuz

| Refresh List

1B828D7C  MIFARE 1K MAC Admin R

App Sector Pass

Sector #1

Elockd CO000000000000000000000000000000
Elockl 00000000000000000000000000000000
ElockZ 00000000000000000000000000000000

2.
Card sector blocks
will appear on the
window.

Search PCR310

g
e ™

7

3\

Insert a Mifare Card

in the cradle of Card

Issuer PCR310U. Its

second green lamp
will glow.

Qger Card ™
MAD Card k

Format |

Aszignment |

3.
Click "User Card.’

Remove AlD |

Databaze
—MAD AID Map . T
—User Data Sectar #1 FE v}
—Fingerprints == Configure

I T . 1
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f
SmaFinger
¥ou don't have MaD Format!
Do wou want ko Format?
Click [ e
Yes'.

\

e User Card - 1B82942C

Wiegand | T2 Raw Data

.

[~ auto Step for Serisl Mumber |1

1.

Select (for
example) "TK2'.

—Card Holder Information (Optional)

=LIFMAIME,

2.

Select

‘Card+Fingerprint’.

I(Nnne) VI

’—Access lode

 Card Only & Carc+Fingerprint

Remain capacty  [EEE— 0%

\-—

Fingerprints

Readd Card | wyrite Cardd |

Cloze

%

Additional information on interfaces at chapter 3.11.4 Card Issuer Interface Window Details

\

g
SmaFinger
Mo FingerPrint AID,
Do you wank to assign the FingerPrink 4107
Click Yes 4 Mo
|
Yes'. g
.

© GIGA-TMS INC., 2009



Operation

/ Issue User Card - 1B62942C x|

THZ

[~ Auto Step for Serial Mumber |1

Given Mame,

Enter name

‘Wiegand I
j1
1 - Auto
Input serial
number
|—Card Holder Information (Optional)
ICha.n

2.

IJin

IMascuIine VI

and gender.

- Access Mode
[ Card Only

+ CarchFingerprint

3. e e —
Click Fingerprirts

Readd Card | Wite Card | Cloze

Qngerprinls'

>4

Note: 1K Mifare Card can take prints of up to two fingers and 4k can take that of up to four fingers.

.

Register Delete

Delete a1 [

Register Finger Xl

\“/' ‘é\."

Please Select Finger Firstl

~N

Click on
figuration

scanned.

corresponding to
the finger to be

Ok ||

J

~N

Register, Finger

\'.’l,

Click
‘Register’

Delete

Delete &

Right Forefinger is selected

Cancel

N\ T

=\

X

Ok ||

-

J

81
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1 0 Enrc?inger
Put finger
'Put your finger’

message appears...

Instruct card
holder to place
histher finger on
the scanner of
SF600 P.

PUT J
your Yerify Finger
ﬁl‘lgﬂ Put finger

Cancel

First a 'Verify Finger'
prompt will appear,

'Scanned good
image’.

followed by message |

“erify Finger
Scanned good i image

L/

115

Redgizter

Reglster Finger

Y

Right Forefinger is selected

Ok

Delete | Delete All || Cancel

~

Registered
| figurations will
turn green.

1.

To register other fingerprints repeat
steps 8to 11. You can register up to
2 fingerprints in Mifare 1K card and 4

2.
Then click "OK".

\ fingerprints in Mifare 4K card.

ot

If due to some reason fingerprint is not registered then a card without fingerprint can be issued. Please refer

chapter 2.1.1.2 Access by Card
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ue User Card - 1B82344C

Wiegand I T2 Rare Data
Serial Mumber| |1
1.
"Write with
[~ Auto Step for Serial Number |1 Fingerprint'
message will
~Card Halder Infarmation (Optional) L, appear.
SUrnEAme| I[:han P
P
Given MNarme| IJ in
—Access Mode Write wwith Fingerprint!-
€ Card Only % Card+Fingerprint 2
Remain capacity B5% Click ';Write
Fingerprints Read Card | Wiite: Card Close Card-
e User Card - 1B32942C (% \
Wiegand I TK2 Rarae Data |
1
T rite OK"
message will
[~ Auto Step for Serial Mumber |1 | appear.
/
—Card Holder Information (Optional) II
B [coen / Click "Close’
i |7in and remove
IMascuIine VI the card from
Access Mode L PCR310U. To
’71"' Card Only v Card+%prirrt ‘ issue cards to
Remain capacity Olhers repeat
o il steps 3 to 13.

P

For test erification please see procedure in chapter 2.3 SmaFinger on Senice

For connecting to controller please go to chapter 2.4 Connecting to Controller
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Deletion of Card + Fingerprint Card

In Card + Fingerprint Mode the fingerprint of the user is stored on the card and handed over to the user. Therefore
unlike in Finger Only Mode Offline/Online systems, in C+F Online/Offline systems the user's records are not
there in the reader to be deleted. So, to delete the C+F card it is necessary to collect back the issued card and
delete its data when the user is not authorised to use it anymore such as in the eventuality of an employee's
dismissal or resignation or expiry of validity. The deletion of data stored on a C+F card can be done by using the
reformatting facility of either of the following two programs:

1. SmaFinger Card Issuer Program

2. SF Formater

C+F Card Deletion by Cl Program

The Card Issuer PCR310U should have been connected and installed as illustrated in chapter 1.2 Connection &
Installation of Card Issuer

% SmaFinger Card Issuer - COM1 F'-_IIEFXI

e, GIGA-TMS INC. SmaFinger Card Issuer
Quality, Delivery & Service : :
for Smart Fingerprint Reader vi.1r1
1 _
Card SM | Clas= | Type | Lewvel | Status | Eefresh List
Insert the 28928308 MFARE1K  MADT Admin RAY  Mpp Sector Pass
C+F card to R4
he deleted Aector: #1 , Search PCR31D
g Blockd C20100054368616E00444R696E005260 ... .Chan.DJin. .o R o L ]
into the Blockl 00000000000000000000000000000000 . .vuvnrnrnnen.n. %
cradle of Blockz 00000000000000000000000000000000 & vuueveennennnns ", ",
User Card
PCR310U.

/ Eormat
gard details 3 = hEl
w_iII HE Click Format. gem@ o
displayed.

MAD AID Mag == 1
Uzer Data Sector #1 == G-
Fingerprint Information of the Card (Block Size = 672 Bytes) btad Configure

J
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Smakingen

‘fou already had MAD Format! Do you want ko clear all data? Pressing [Yes] to clear all data.

Yes Mo |

AEE

iy SmaFinger Card Issuer - COM1

e, GIGA-TMS INC. Smakinger Card Issuer
Quality, Delivery & Service : :
) for Smart Fingerprint Reader v1.1r1

Card SN | Clazz | Type | Level | Stetus | Refresh List
289287308,  MIFARE 1K WAL Acimin R App Sector Pass -
e
FEoEE, £l Search PCR310
Block0 CO000000000000000000000000000000 @ ... .eeeeeannnnss —_—
Elockl 00000000000000000000000000000000 @ .«...eceeeanannns L
Blockz 0000000000000000000000000000000  + s ee e enananasns é\:(,
User Card
mMAD Card
Format |

1
Card data _ assinmert |
de‘etiﬁn iS Remove AD |
successful.
2 [5
Remove the Databass
card. = MAD AID Map =5 | M

—Uszer Data Sector #1 == | v}

—Fingerptints == | Configure

s |
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2.2.1.2.2 C+F Card Deletion by SF Formater

SF Formater software should have been installed as illustrated in chapter 1.5 Installation of SF Formater Software

/’

Connect
Card
Issuer

PCR310U

to PC, a

green light /
willturn /
on.

/ On PC Desktop click Start/All \

Programs/GIGA-TMS/SmaFinger Formater

I Mozila Firefox g, Miengsofs H@ "

Microsoft, Excel @ pdfFactory ¥
Microsoft PowerPoint &) Audacty
Microsoft Word E Taskbar Shuffle
[@ Morton Ghost » ‘ = SmaFinger Formatker
@ skype 8 | & smoinger Cord 1ssver |
# windows Defender

@ THT - Screen Caplbur
@ CQuickTirme 3
[@ Download Accelerator Plus (DAPY

ﬁ IMif arer eader | klity
| [@ Windaws Live 3

All P »|
rograms | @ .C\zhagi »

E Microsoft word

ei Mozilla Firefox
|a Pictureviewer

[
Adobe Reader 9

‘ A~ Acrobat,com
| H Adobe Reader 9

start [@ Irfaniiew

i
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' SmaFinger Card Formater - COM1

Card SN | Status

| Auto Scan |z=ue tanager

Remain capacity |

ErralliCard

Iz MEGEr
Delete

Configure

1
SmaFinger Card
Formater will open.

|2
Click 'Auto
Scan’

|zzue Clean CHm | I

Eormat f 3

Comport
number should

|=zue fui-U
Card

Format

it Sl Fingerrint

Card Holder Information (Cptional)

| bedisplayed.

Mew-Mitare-Carr I

Fead Card

J

nger Card Formater - COM1

Card SN | Status |

28924308  Card+Finger Card (1 Fingergrint)

lz=sue Manager
el Elec T Enrall Card
: |zsue Manager
Dalrieite Delste Card

Remain capacty | TI%
Bt o |
Bt | |
Bt |16 |

v Auto Step for Serial Mumber |1

— Card Holder Information [ Optional)
Surname| I[:han

lz=sue Multi-User
Card

Click 'Format for
Fingerprint Only’.

lzzue Clean Card

Format for

Wirite Card

Card+Fingerpri

il

Format for
Fingerprint Only

Farmat far

et Mewy-Mifare-Card

J
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Remain capacty | TI%

Delete Card

88
W SmaFinger Card Formater - COM1 \
Card SN | Status | i o lzsue Manager
289285048  Card+Finger Card (1 Fingerprint) = Enrall Cardl
i lzzue Manager

—Format for Mew Mifare Card

Current Key

N el |

[~ Remember Key
[ [FFrFFFFFFFFE
|

Uszer Def

IFFFFFFFFFFFF Renew | |

|zzue Muli-User
Card

Click 'Renew’

CarE+Fingerprint |

: Fortmat for
e e Fimgerprint Cnly
B Format for

Mes-Mitare-Card

\J

‘W% SmaFinger Card Formater - COM1

7

Card SN | Status

2494CA7 L Card+Finger Card (1 Fingerprint))

|zsue Manager
(L) Enrall Card
% lzzue Manager
et Delste Card

Wyrite: Cardd

Card+Fingerprint

lzzue Multi-User
Card

lzsue Clean Card

Format for

Format far
Fingerprirt Only

Fead Card

Format for
Mewy-Mifare-Card

IMascuIine VI

1 lpac'ﬂ‘f L ] E7%
The C+F card st o ]
data has been = = J
deleted S
successfully. Bt e 3

|| ¥ Auto Step for Serial Mumber I‘I
2 er Infarmation (Optional)
Remove the S.iame]
card. -

|J1n

e
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2.2.2 Offline System

Only the reader is necessary in this system. Manager Enroll Card, Manager Delete Card and User Card-B
supplied by Giga Tms are required.

User gains access by scanning both his card and fingerprint. The user's fingerprint is verified against that stored
on the card and access is enabled if they match. If they don't match access will not be enabled. On the rare

occasions when the reader fails to capture a user's fingerprint scan, a card with randomly generated code is
issued to the user.

If cards not bearing SmaFinger data format are used only fingerprint is enrolled and verified.

2.2.2.1 Access by Card + Fingerprint Card

The reader should have been mounted and connected as illustrated in chapter 3.10.2 Secure Mounting
Installation and chapter 2.3 Connecting to Controller

& m _—_—

Read Manager Enroll
Card

. J/
-

When the light turns
to blinking green
read User Card-B

\.
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3

Reader’s light will go
off for a few seconds
and then turn to
blinking blue.

-

\ Lg.nl' y

(@)

Scan finger till beep.

Scan finger
again till the
reader’s light
turn to green
with a beep.

\&
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Ve

Read User
Card-B
again till
beep. The
light will
turn green.

NG

7

Registration successful.
Reader's light goes back
to steady blue.

\.

((6))

PR

J

For test erification please see procedure in chapter 2.3 SmaFinger on Senice

91
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2.2.2.2 Deletion of Card + Fingerprint Card

In Card + Fingerprint Mode the fingerprint of the user is stored on the card that is handed over to the user.
Therefore unlike in Finger Only Mode Offline/Online systems, in C+F Online/Offline systems the user's records
are not there in the reader to be deleted. So, to delete the C+F card it is necessary to collect back the issued
C+F card and delete its data when the user is not authorised to use it anymore such as in the eventuality of an
employee's dismissal or resignation or expiry of validity. The deletion procedure is as follows:

The reader should have been mounted and connected as illustrated in chapter 3.10.2 Secure Mounting
Installation and chapter 2.4 Connecting to Controller

-

\

Read
'Manager
Delete
Card'

LN ¥

N

When the light turns
blinking red read User
Card-B.
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-

The light will turn from
blinking red to blinking
green. Read the same
card again while the
green light is still

blinking.
\ g

-

With a beep the light
will turn to steady
green indicating
successful deletion of
the user's records
Qrom the card.

-

The light will return to
steady blue indicating
standby mode and
readiness for next
user's card reading or
\cfeletion.

J

For test \erification please see procedure in chapter 2.3 SmaFinger on Senice

93
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2.3 SmaFinger on Service

Scan the
user card.
The blue
light will
start
blinking.

I — Bl
\ To read User Card Wait finger/

mext, scan

the finger.

If it matches
with the
fingerprint

on card,
green LED
will glow
indicating
access
permission.

B B g

\ Wait Finger Put your finger Success /
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2.4 Connecting to Controller

Connect the Reader SF501/601/610 to Controller according to the following chart.

- 3
Rod =Pouer 312V Controller
Rk -0
Circen =0Nh .
Whit: =E5 Wlﬂgﬁnd 26
b .

Wiegand | Vcc X X DO D1 |[GND |GND | X

ABA/TK2 | Vcc X X |Clock | Data | GND | CP X

RS232 Vee | RXx TX X X |GND |GND | X
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3 Appendix

This part contains chronicles of revisions, card issue and reader flow charts, order details, instructions for Reader
Configuration and additional information on reader, programmer and card issuer displays and operations.

3.1 How to... (Linking Index)

¢ Standalone (for SF500/SF600 series)

How to store fingerprints into reader

How to remove fingerprints from reader

How to store fingerprints into card

How to connect to door lock

How to replace Manager Enroll/Delete Cards

o OO0 OO

¢ Reader Connection

0 How to connect to controller

0 How to connect to door lock

0 How to connect RS485 to multi-readers

0 How to connect to PC with MF700KIT

e Manage the Fingerprints

0 How to register Fingerprints into PC(Database)
o How to create User Data (for Card, for Database)
0 How to assign reader as programmer

0 How to replace Manage Enroll/ Delete Cards

¢ Update Reader
0 How to save fingerprints into reader/multi-reader
7 i o How to delete fingerprints from reader/multi-reader
‘-
'A B

o How to save fingerprints into card
o How to upgrade firmware of reader

|

3 “':) ” J
e Configure Reader

How to connect to PC with MF700KIT

How to configure reader settings (ID, Interface, Mode, etc.)

How to configure Mifare settings (AID, Keys, Encrypt, etc.)

How to configure LED and Buzzer (Control, Indicator, etc.)

How to configure Interface Settings (Wiegand, ABA-TK2,

RS232)

e

\¢

)"

>

O O o0 oo
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Reader Chronicle

Revision Date of Revision Details of Revision
A 27 November 2006 Initial SmaFinger Configurable Sector Reader
RS232 Command Set
Control Enabled: (For 38400,n,8,1 Only).
B 1 February 2007 Fix baud rate from 19200 to 38400.
Security Lewvel added for SF600,
Blue LED Configurable
C 13 February 2007 Dimension Update
Offline Func Added
ABA-TK2 "Data Conwersion"-"Byte to DEC" added
" 11 May 2007 RS232 Default settings Change
Read Modes-"Card Data or CSN","CSN Only" added
E 25 July 2007 Door Control for SF610,SF601
F 28 January 2008 TK2 code length up to 48

Card Issuer Chronicle

Revision Date of Revision Details of Revision
A 12 October 2006 Initial SmaFinger Card Issuer
B 5 February 2007 Support 4 fingerprint templates in 4k Card
C 23 April 2007 Two Process Samples for Quick Start
D 26 July 2007 Multi Device Update
F 2 October 2007 Add 'Append Finger' and 'Delete Finger'.
G 28 January 2008 TK2 code length up to 48
H 21 May 2008 Modify User Interface for User Friendliness.
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3.4 Overview of SmaFinger System Operating Modes
SmaFinger System Modes

Online System Offline System Online System Oftline System
(Integrated (Standalone (Integrated (Standalone
System) System) System) System)
Access by Access by Card Access by Access by Card Access by Access by
Fingerprint Fingerprint Card + Card +
Fingerprint Fingerprint
Mode Description
With Database Fingerprint data are stored in reader database for verification.
Without Database Users’ fingerprint are not stored in PC or reader but on User Card for erification.
Integrated System Card issuer, programmer and reader are used with PC. Data transfer to reader can

be done online and also offline through a card generated by the system.

Standalone System Only the reader is necessary. Manager Enroll Card and Manager Delete Card
supplied by Giga-Tms along with User Cards are required.

Access by Fingerprint User gains access by scanning fingers at the reader.

Access by Card User gains access by scanning card at the reader.

Access by Fingerprint + User gains access by scanning both card and finger.
Card
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Features of SmaFinger Series

Product Description Card + Fingerprint (for 1:1) Modulation
SF500-00 Online mode enroliment Support & Unlimited Mifare
SF500-10 Offline C+F Card issuing by Kit Mifare
CRD 500
SF500SK Start Kit Mifare
SF510 Offline C+F Card issuing by Kit Support & Unlimited Mifare
CRD 500
SF600 13.56MHz Mifare
SF600-00 Online mode enroliment Support & Unlimited Mifare
SF600-10 Offline C+F Card issuing by Kit Mifare
CRD 500
SF600SK Start Kit Mifare
SF610 Offline C+F Card issuing by Kit Support & Unlimited Mifare
CRD 500
SF601EM-00 |Online/Offline mode enrollment EM
SF601-HID Online/Offline mode enrollment HID
SF601-MF Online/Offline mode enroliment Mifare/Felica

Note: Online programming is by Start Kit. For more details refer 'SmaFinger Buyer Guidance', Giga-Tms.
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Card Issue Flow Chart

| ssue Card

Usi ng

Sect or #

MAD- Al D Sect or #

with

KEY

Aut henti cate

App Admin

If itis a MAD card, the Sector Number
is assigned by MAD-AID. SmaFinger
Card Issuer would automatically
recognize the MAD card. You only
have to configure the correct
parameters for SmaFinger Card
Issuer.

W egand

I nput Card Dat a:

User Data
Card Hol der Info
Fi nger pri nt

A 4

Wite Data To Card

!

Update Card Security

'

End of |ssue Card

Wite

Fai |

A

101
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3.7 Reader Flow Chart

4{ Auto Mode }47 )
The SmaFinger will search the AID from mifare®

application directory (MAD) , then got a correct sector

number from MAD.

Request

Anticollision

No Tag About MAD please see the web pages:

iy H
Card On Reader http://www.mifare.net

http://wvww.semiconductors.philips.com/acrobat/other/id
entification/M001824 . pdf

Get

Application Sector#

APP KEY

Authenticate
NG

A 4

Read Sector Data Un-know

Y

Output Data

F ¥
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Part Number |ltem Quanti|Description
ty
SF510-00 SF510 Reader SmakFinger Mifare Sector
1 |Reader
KIT-CRD-500 i, Offline Programming Kit
KIT-CRD-500 |Manager Enroll Card a Mifare® 1K Card
Manager Delete Card ; Mifare® 1K Card
User Card : Mifare® 1K Card
ORDER INFORMATION FOR SF610
Part Number |ltem QuantiDescription
ty
SF610-00 SF610 Reader 1 |SmaFinger Mifare Sector
Reader
KIT-CRD-600 1 |Offline Programming Kit
KIT-CRD-600 |Manager Enroll Card 1 |vifare® 1K card
Manager Delete Card 1 Mifare© 1K Card
User Card - A 1 vifare® 1K card
User Card - B 1 vifare® 1K card
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Part Number (ltem QuantiDescription
ty
User Card - C 1 Imifare® 1K card

ORDER INFORMATION FOR SF601

Part Number (ltem QuantiDescription
ty
SF601EM-00 |SF601 Reader SmaFinger 125KHz UID
1 |Reader
KIT-CRD-601-EM 1 1 Offline Programming Kit
KIT-CRD-601- |Manager Enroll Card EM 125KHz Card
EM 1
Manager Delete Card . EM 125KHz Card
User Card - A ; EM 125KHz Card
User Card - B : EM 125KHz Card
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3.9 Caution

The crossed out wheeled bin label that can be found on your product indicates that this product should not be
disposed of via the normal
household waste stream.

To prevent possible harm to the environment or human health please separate this product from other waste
streams to en-sure that it can be

recycled in an environmentally sound manner. For more details on available collection facilities please contact
your local government office or the

retailer where you purchased this product.

This information only applies to customers in the European Union. For other countries, please contact your local
government to investigate the possibility of
recycling your product.
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3.10 Reader

This contains specifications, mounting instructions and configuration settings of Reader SF600 and Mifare Reader
Utility settings.

3.10.1 Hardware Specification
SF600/610/601 Specifications:

Application Offline Fingerprint Reader
Enroll Mode RS232 or Enroll Card
i Tt Fingerprint Capacity 1900
Fingerprint Validation 1N
Ferformance Friendly
|dentification speed SHBER)
<2 sec (1:N)
RS232 - 9600bps
Interface Wiegand: 26 bits
ABA-TK2: 10 Digital Codes
Power Consumption Max. 200mA @ DC12V
Special instruction:
Available only for 100 user cards enrollment in "Card Only" mode
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3.10.2 Secure Mounting Installation

Attach the bottom plate label on the target position. Drill the

holes to match the bottom plate then fix the SmaFinger reader.

After fixing the SmaFinger reader with
attached screws (using the L-shape

spanner), apply the buzzer hole plate for
completion.

Cauti on:

SmaFi nger is not designed for
out door usage. Avoid exposing to
sunshi ne or rains.

O;J Eﬂ
70

[N e
oo
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To keep SmaFinger in good
wor ki ng condition, it is
recommended to have regul ar
mai nt enance and physica

cl eani ng of the reader.

3.10.3 Reader Configuration

Configuration settings of reader and interface are illustrated in this section. Multi-reader and door lock
connections are also illustrated.

3.10.3.1 Mifare Reader Utility Settings

[ i | . I RE232

Mifare W Reader T LEDVBUzZEr

Card Information

¥ Used Card (Mot issued by PROMAG card izsuer)

Reader

Auto Scan i
“ersion

Update Reader I Language

Test I

SFE10-00 Cn COM3S

MAD - AID (Default 4703)

MAD Application Identifier number is authorized and assigned by Mifare.net upon the customer's request for
registered Application Identifier in a Mifare [registered trademark] application open system (AID: 000h~FFFFh).

Or it is also possible for the user to define the AID himself for the application in user defined closed system
without registering into MAD group. According to the AID, SmaFinger can find and read the corresponding sector
on the MAD card.

App Key (KEY_A): (Default=FFFFFFFFFFFF)

SmaFinger and the card should have the same App Key (KEY_A). If not, SmaFinger cannot read the sector data
on the card.
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Encrypt: (Default=None)

By default there is no encryption. But to protect your card you can select one of the five encrypts i.e. Encrypt 1,
Encrypt 2, Encrypt 3, Encrypt 4, Encrypt 5 from the list.

The Mifare Card Issuer program also should have the same encrypt selection.

Used Card (Not issued by "Mifare Card Issuer")
You hawe to indicate the data position on the card when the card is not issued by "Mifare Card Issuer"

software. And you must set the "Offset" (Max 255, and base from zero) form the beginning of sector and

set your data "Length" (Max 128).

Example:

If your card data in the grey grid of sector, you have o st the "Offset” = 17, and st the "Length"= 20.

AID Zector [or Hon-MAD Sector)

Block 0 Q 1 2 2 4 5 g 7 B 8 10 11 12 13 14 15

Elock 1 1l 17 14 15 20 21 22 23 24 25 26 27 28 29 30 al

33 40 41 42 43 44 45 46 47

Elock 2 3z 3z 34 a5 36 a7 2

3.10.3.2 Reader Settings

[ ‘Wiegand T T
Witare T Reader i/ LECWBuzzer
Settings

(™ ABA-TH2 " RS232

|Card Data ar CSM (When card error) LJ
Fingerprint Reader

l
~ ¢ | Enable
=0 | Mormal -
25 zec <2
Auta Scan Update Reader Test I Read_er ‘ Language
Yersion

SFE10-00 On COM3

Reader ID: (Default=0)
SmakFinger reader device ID's (for multi link application) 0 to 99
Interface: (Default=Wiegand)

Output interface options are Wiegand, RS232 or ABA-TK2
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Read Modes:
Card Data Only Reads card sector data only: If any error (eg. Mifare key error), reader will show "Card
Invalid'
Card Data or CSN Read card sector data; When any error (eg. Mifare key error), reader will show "CSN".
CSN Only: Read card CSN only.

Output Mode: (Default=0Once) Once: Send data to host once.

Fingerprint Reader

Finger Scan Success: To beep on successful finger scan check the box.
Manager Card: Enable/Disable this Offline function.

SFE00 Fingerprint Security Level for FAR (False Acceptance Ratio) Hew!!

Level Verification Identification (1:N)
{1:1) 1-9 10-89 100~999 >=1000
Meormal (Default) 110,000 1/10,000 1/100,000 1/1,000,000 | /10,000,000
Sacure 1/100,000 1/100,000 11,000,000 | 1/10,000,000 | 14100,000,000
More Secure 1/1,000,000 141,000,000 | 1/10,000,000 | 1/100,000,000 | 1/100,000,000

3.10.3.3 LED/Buzzer Settings

)f_’_ Mifare Reader Utility (¥1.1RB)

Wiegand T ABA-THZ T RE232
Mifare T Reacer T LED/Buzzer

-LED f Buzzer Settings
[~ Enable RS232 Command Set Cortrol

| [~ Green [ Red ¥ Blue

¥ Green [ Red |1 EeepiBlink 'i

[ Red |3 BeepiBlink vl
v Red |3 BeepiBlink v]

B0 (¢ Dizable £~ High ™ Low

Corttral Brown Vire i il TEsE ERe  Any Time

Reacer

Auta Scan f
Yersion

Update Reader | Language

Test |

rSFB'I 0-00 On COM3

New SmaFinger supports LED/Alarm Configuration.
Enable RS232 Command Set Control: (For Baudrates 38400,n,8,1)
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Note: If you Enable the RS232 Command Set Control (for LED/Buzzer), the external LED/Buzzer

control with

high/low level control will be disabled.

Set LED/Buzzer command frame as below:

STX| J

NUMBER ( 0~9) CR

02h | 4Ah

30h~39h 0Dh

Command Table:

NUMBER Descri pti ons

0 (30h) |AIl LED Of, Buzzer Of

1 (31h) |Green LED ON

2 (32h) |Green LED OFF

3 (33h) |Red LED ON

4 (34h) |Red LED OFF

5 (35h) |Buzzer Beep 1 Tine

6 (36h) |Buzzer Beep 3 Tine

7 (37h) |Green LED ON with Beep 1 Tine

8 (38h) |Red LED ON with Beep 3 Tine

9 (39h) |AIl LED ON (Orange)

A (41h) |Blue LED ON New! !
B (42h) |Blue LED OFF New! !

Note: If RS232 Command set control is enabled, the external LED control with high/low level control will be

disabled.

Read Idle:

Show LED color after power on or idle state.

Brown wire = PULSE (or Card is valid): Show LED color and beeps to indicate the end-user when

brown wire = PULSE, or card was passed by SmaFinger reader.

Brown wire = Inactive (or Card Is invalid): Show LED color and beeps to indicate the end-user when
brown wire = Inactive, or card was failed by SmaFinger .
Brown wire = Active: Show LED color and beeps to indicate the end-user that brown wire = Active signal

from Host.

Brown wire Active level: Set Brown wire Active level condition with Host status.
Disable: Always disable the Brown wire. (Default), LED/Buzzer control by reader self.

High: Active High / Normal keep in Low.

Low: Active

Low / Normal keep in High.

Note: If set Active Low, you may have to connect brown wire to a pull-up resistor (1K~10K) with 5VDC).

Control Brown wire:
After Data Output: The brown wire will be enabling after finished output the card data or CSN. (Default)
Any Time: The brown wire enabled in any time.

The LED/Buzzer also can be controlled externally with High/Low
level control. Additional information at chapter 3.10.5 External LED/Buzzer Control
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3.10.3.4 Interface Settings

Choose the required Interface [Wiegand / ABA-TK2 / RS 232] from Mifare Reader Utility tab 'Reader’. Settings for
each interface are given in the following three sections.

3.10.3.4.1 Wiegand

On Mifare Reader Utility select tab Wiegand. The window will appear as shown below:

[ Mifare T Reacer T LEDvBuzzer

Wiegand T T

Wiegand Settings

MNumber Of Bitz{ s * | [ Include Reader 1D

EREEl e (v Standard (MSB First)
("~ Reverse (LB First)

Feader

Auta Scan ‘ Update Reader f
“ersion

Test | ‘ Language

SFE10-00 Cn COomM3

Number of Bits Set according to your Host or Terminal type. It can be set from 26 to 128 (Default=26).

Include Reader ID Includes Reader ID along with Wiegand output data.
(Default=Disable).

Bit Sequence is to set the Wiegand output data sequence. It can be standard data sequence (MSB first) or
Rewerse data sequence (LSB first). (Default=Standard).

Additional information at chapter 3.10.4 Wiegand, ABA-TK2 & RS232 Pulse Diagrams and Interface Connections
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3.10.34.2 ABA-TK2
Open Reader tab and select option ABA-TK2.

/' Mifare Reader Utility (V1.1R8)

[ Wiegand T ABATH2 T Rs232
Mifare T Reader T LEDVBuzzer

¢ wWiegand o+ ABA_THZ  RS232

ICard Data ar CSM (When card error) j

Fingerprirt Reader

— Cutput Mode =
er Scan Successll N
{* Cnce % Endb
niable
" Continue
=] | Marmal -
25 zec 52
Auto Scan Update Reader Test | Read_er | Language
“ersion

SFE10-00 On COM3

Click tab ABA-TK2. The window will appear as shown below:

/- Mifare Reader Utility (V1.1RB)

[ Mifare T Reader T LEDvBuzzer

Wiegand Il ABA-TK2 1 RS232

—&BA-THZ Settings
Mumber Of Digitz g g I] *| [ AddReader ID

== (¢ WSH First " LSB First

IEIIN to DEC (Defautt) -

Preamble Code

Pozstamble Code

Feader

Auta Scan i
Yersion

Update Reader | Language

Test |

SFE10-00 Cn COomM3

Number Of Digital: Set number of digital codes for TK2 output. (Default=10)
Add Reader ID: Add reader ID into TK2 data. (Default=Disable)
Sequence: Set the TK2 data sequence. (Default=MSB First)

Data Conversion: Select card data format to convert
a. BIN to DEC (Default, card issued by Mifare Card Issuer)
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b. Decimal String (eg. "123456")
c. BCD (Standard)

d. Direct (Memory Map)

e. Bytes to DEC

115

Additional information at chapter 3.10.4 Wiegand, ABA-TK2 & RS232 Pulse Diagrams and Interface Connections

3.10.3.4.3 RS232

Open Reader tab and select interface option

/= Mifare Reader Utility (V1.1RB)

RS232.

[ Wiegand T AEATH2 T

RS232

Mifare T Reader T

LEDvBuzzer

—Settings

i ABATH2 {+ RS232

Read Modes ICard Data ar CSM (When card error)

S

—Output Made Fingerprirt Resader
¥ Once : 2 I
VR W Enable
" Continue
Marmal -
o |25 sec -
Auto Scan Update Reader Test | S:rasdizrn | Language

SFE10-00 Cn COM3

Next select tab RS232

/' Mifare Reader Utility (V1.1RB)

( Wiegand T BBATHZ T RS232
hifare T Reader T LED/Buzzer
— Settings
; Iﬁ =
| wiegand £ ABATHZ  RE232

ICard Data or CSM (When card errar)

=

—Output Mode Fingerprint Reader
% Once : - e
" Continue el
| | Marmal -
a| |25 zec -
Auto Scan Update Reader Test | Szrasdizrn | Language |

SFE10-00 On COM3
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Baudrate can be set 2400bps~57600bps (Default=9600bps)

Data Sequence can be set "LSB" first and "MSB" first (Default).

Package:zis to set the output data packet to include Header, Reader ID, Data Length, CR, LF and Trailer.
(Header:00h~FFh, Trailer : 00h~FFh). (Default = Header(02h)+CR+LF+Trailer(03h))

Output Format can be "Binary" or "Hex String"(Default) for output format.

Not e:

(1). Wegand out put data packet with reader ID:

Standard| Parity(Even) |Reader |(MSB) Data Bits (LSB) | Parity(CQdd)
I D

Reverse Parity(Odd) |Reader |(LSB) Data Bits (MsSB) | Parity(Even)
ID

(2).RS232 output data packet with Header, Reader ID and Trailer:

Header Reader ID| (MSB) Data Bytes (LSB) Trailer

(3) ABA- TK2 with Reader 1D:

MSB First | SS | Reader (MsB) Digital Code (LSB) ES LRC
I D

LSB Fir st SS | Reader (LSB) Digital Code (MSB) ES LRC
I D

Not e:

Once configured any of the features set in the SmaFinger Reader cannot be read by other device. This will also
protect your APP KEY.

Additional Information at chapter 3.10.4 Wiegand, ABA-TK2 & RS232 Pulse Diagrams and Interface Connections
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3.10.3.5 Save Settings

/

/" Mifare Reader Utility (V1.1RB)

|/ Mifare

T Reader T

LEDvBuzzer

‘Wiegand

T ABA-THZ T

RS232

—R5232 Settings

When
configuration
is complete
click 'Update
Reader’.

Baudrate

Data Sequence

|384DD w I

f* LB " MsB
v Header |DDh vI

[~ Reader ID
™ Data Length Cutput Farmat
" Binary
£+ Wisible Hex Code
[ e
v Trailer 00k -

~
Auto Scan

Update Reader

Reader
“ersion

Test |

| Language

SFE10-00 Cn COmM3

-

=/
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3.10.4 Wiegand, ABA-TK2 & RS232 Pulse Diagrams and
Interface Connections

WIEGAND INTERFACE

The Data 1 and Data 0 signals are held at a logic high level unit, the reader is ready to send a data stream. The
reader places data as asynchronous low-going pulses on the Data 1 or Data 0 lines to transmit the data stream

to Host. The Data 1 and Data O pulses will allowable pulse width times and pulse interval times for the SmaFinger
reader.

Data 1 Signal

Data 0 Signal

Tpw Tpi Tpw Tpi
Pul se Ti nes
Synbol Description Typi cal Tinme
Tpw Pul se Wdth Tine 100us +/- 3%
Tpi Pul se Interval Tine 1.9m8 +/- 3%
W egand Packet (W thout Reader |D)
St andar d Parity(Even) |( MSB) Data Bits Parity(CQdd)
(Defaul t) (LSB)
Reverse (Option) | Parity(Qdd) |(LSB) Data Bits Parity(Even)
(MSB)

Connect the Wiegand wires, example as below: (The pull high resister must >= 10K Ohm)
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HOST/ Ter m nal
5vDC
| | Pul | high resistor
9~12VD
SaFi 10K 10K >=10K Chm
marl nger
9 (Red) ohm ohm
Data 1 (Wite) |
Data 0 (G een)
(Bl ack)
I I
GN\D GN\D
Optional: External LED/ Buzzer Control (Brown)
ABA-TK?2
The timing for Card Present, Clock (Strobe) and Data , example as below:
/| CARD PRESENT ——— Leadi ng Zero Dat a Trailing Zero
/ DATA
(A0 JV_‘LU Jﬂr JV y
ooo...0§1101001 0 0 0
—p §<—STR(]3E Wdth Approxinmately 25~50% Of Bit Tine
—Pp 4—DBit Time 401 PS (m n: 280us, typ: 330us, max: 480us)
DATA
The data signal is valid while the clock is low |If the Data signal is high, the

bit is a zero. If the Data signal is low, the bit is a one.
CLOCK ( STROBE)

The Cl ock signal indicates when Data is valid. It is recommended that Data be

| oaded by the user with the | eadi ng edge (negative) of the Strobe.
CARD PRESENT

Card Present will go low after flux reversals fromthe Reader. Card Present will

return high after the last flux reversal.

Connect the ABA TK2 wires, example as below:
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9~12VD HOST/Terminal
(Red)
SmaFinger Card Present (Orange)
Clock (White)
Data (Green)
(Black)
I |
GND GND
Optional: External LED/Buzzer Control (Brown)
RS232
Connect the RS232 wires, exanple as bel ow
9~12VD HOST/Terminal
(Red)
SmaFinger TXD (Yellow)
GND (Black)
I |
GND GND
Optional: External LED/Buzzer Control (Brown)

3.10.5 External LED/Buzzer Control

External LED/Buzzer Control

SmakFinger supports the external LED/Buzzer control for Terminal (or Host) to indicate to end-user that his/her
card is invalid or valid. Brown wire is nmeant for this purpose.
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Examples as below: (Active High)
(1) Show External Invalid Status

Dat a Qut put

Al ar m Contr ol

( Brown)
<« >
M n 100ns

(2) Show Card Valid Status
Dat a Qut put
Al ar m Contr ol

( Brown)

> <
M n 100ns

Not e:

1. Send one pulse to show the "External Invalid" LED/ Buzzer Status.

2. Send three or nore pulses to show the "Card Valid" LED/ Buzzer status.
3. You can configure the LED/ Buzzer status by Mfare Reader utility.

Multi-Reader Connection

Power Supply
DC 12V /1A

Power Supply
DC 12V /1A

Power Supply
DC 12V /1A

IY S /'

ON INOD ON +L -L NS NIA

Note

1. Use RS 485 Converter for RS485 Network.

2. Connect 120 Ohm terminal resistor at the wire ends.
3. Reader ID's up to 32.

4. Read procedure before installation.

121

Note 3
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3.10.7 Door Lock Connection

Power Supply .

DC 12V /1A

L

ON NOD ON +1 -1 ANO NIA

EL_-—j

LI

Electric

Door Lock

see remark 2

Remarks

1. Do Not connect the 8 pin connector (as it includes power supply) if you have already connected
power supply at VIN terminal of 7 pin connector (blue terminal block).

2. If the lock requires power to lock (eg. EM lock), connect this point to NC.
If the lock requires power to unlock (eg. Electric strike), connect this point to NO.
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SmakFinger also supports the ISP (In-System Program) function to upgrade devices' firmware.

1. Insert DISK5288 into CD/DVD ROM drive of
your PC.

Click open the disk from desktop/My
Computer. On the SmaFinger AutoRun that
opens, select Other Tools.

You may also download the same software
from (ftp://\ip:26954214@ftp.gigatms.com.tw/
public/utility/WebISP/WebISP.zip)

Smakinger AutoRun

SmaFinger Utility

SmaFinger Manual

Driver

Other Tools

Fingerprint and Contactless
Smartcard Reader

wrretr'cs Standalong cunr' Eas REH Jnu

2. On the Other Tools window click Install
WebISP for Firmware Upgrade and follow
on screen instructions to install the software.

3. Connect the reader/programmer to PC and
make sure it is powered-on.

SmaFinger AutoRun

Firmware Tools

Other Tools
| -

install WebiSP for upgrade firmware o=

File Mmae WeblSP exe
Version V1.4R4
Description:  For onlinefoffline upgrade firmwrare
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4. Open the ISP software from Start/All
Programs/GIGA-TMS/WebISP.

5. Input the following

FTP path : ftp.gigatms.com.tw
User Name : isp

Password : 26954214

6. Click Start Check

— aga
®e GIGA-TMS INC. In-System Program via Internet
) Quality, Delivery & Service . PP T —

Start Check
Force

er
@ Online " OffLine

Iftp. gigatms. com. bw
UserNaue |isp

7. If the version is out of date the message

Click Update.

Firmware version is out of date will appear.

WeblISP x|

Update Information

[Local Zite]
Comm Port : COMZ
Dewvice F/W: PGM-TO&ES5 W1_1R8 (Build:071Z04) ‘

[FTP Site]
ROM Number: PGM-TOE35
Product : SF500 Configurable Reader 1
Version : W1.2ZRZ
[Update Information]
April £, Z009 (V1.ZRZ Eeta)
Change enroll mode.
Change Sensor semsitiwe to fast.

December 10, Z008& (V1.ZR1)
Add clean card.

Update FA¥ |pcn—'r0695 - SFE00 Configurable Deader
T 8l [Firmware version is out of date

Update | Cancel

8. Firmware will be updated and Update
Finish message will appear. Close the
software window.

Web
*q GIGA-TMS INC. In-System Program via Internct
) Quality, Delivery & Service o PR —
o Start Check |
Force |

April 18,zZ007(V1.1R1)
Fix NAK package error.

April 16,2007 (V1.1RO)
2dd Standalons Functions.

& OnLine < 0Off Line

Iftp.gigalms cam.bw
UsarName |i3p
[IZP Mode] | e e— I' xxxxxxxx

Erase Firmware... < 0K
Programming. .. < 0K
Tpdate Finish

Dowmloading File. .. < 0K
GoTa ISP Mode (GNetPlus Protocol)... < OK

£
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3.11 Programmer and Card Issuer

This section contains further readings and additional information on Programmer SF600P and Card Issuer
PCR310U.

3.11.1 SmaFinger Card Issuer Program Main Window Details

a) SmaFinger Card Issuer Program Main Window

- SmakFinger Card Issuer, - COM6&

e, GIGA-TMS INC. SmaFkinger Card Issuer
Quality, Delivery & Service g .
for Smart Fingerprint Reader v1.1r1

Card SM | Class | Type | Lewel | Status | Refresh List
1B8244EC  MIFARE 1K MWD Admin RN App Sector Pass
Hector #1 Search PCR310
BlockO CE405700000000074765726172640045 AW, .... Gerard.E _
Blockl 4l16C616E008260000000000000000000 Alar..lee.eswsss { %
BlockZ 00000000000000000000000000000000 @ ...eesennsnnnnns N Y,
User Card
MAD Card

Format
Assignment

Remaove AlD

Ll

Databasze
MAD AID Mak = 3
Uzer Data Sector #1 == -8
Fingerprint Information of the Card (Block Size = 672 Bytes) = | | Configure

Refresh List: to reload the card information from PCR310.

Search PCR310: to find and connect the PCR310

User Card: to issue SmaFinger Cards including the ‘Card Only' and 'Card+Fingerprint' cards.
Format: to create MAD card and include SmaFinger AID.

Assignment: to assign customer AID into MAD card.

Remove AID: to remowve customer AID from MAD card.

Database: to manage multi-users data.

Configure: to configure the parameters of SmaFinger Card Issue.
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b) SmaFinger Card Issuer Program Main Window with Inner Window Details

%> SmaFinger Card Issuer - COM& [T”_El

e, GIGA-TMS INC. Smakinger Card Issuer
Quality, Delivery & Service 5 -
for Smart Fingerprint Reader vi.iri

Card Sh | Class | Type | Lewvel | Status | Refresh List
1BE8244EC  MIFARE MK MADT Admin Rany App Sector Pass

sector #1 | Search PCRITD
Block0 C6405700000000074765726172640045 L AW..... GerardE — ——— =7 |
W
MAD AID Map = N,
1 2 3 4 5 B 7 - User Card
| 4703 || 4839 || 4839 || 4539 || 4539 || 4839 || 4839 | P —
8 g 10 11 12 13 14 15
| 4839 || 4539 || 4539 || 4339 || 4539 || 4539 || 4839 || 4339 | "~ Farmst
-
User Data Sector #1 == Agzignment
™ 4057000000
Remove AlD
piElls Gerard
Alan
HMazculine —
Fingerprint Information of the Card (Block Size = B72 Bytes) == ﬁ
Type Action | Finger Mo, | BIR. Len | Datahase
SFE00 Card+Finger 5] 324
. Configure.

Fingerprint Information of the Card: Type of reader, card etc

Card List: to show card list (Max 2 cards)

MAD AID Map: to show AID map from MAD sector.

App. Sector Data: to show Application Sector Data in Hex Code and ASCII Code.
Status Bar: to show Message about result of action.
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3.11.2 Configure Window Details

According to MAD application, you have to set the card issuer parameters before issuing the card.
Click Configure Issue Settings on SmaFinger Navigate to begin settings the parameters: (Example as below)

E3

Configure

File

— General

Start Up lStart from Mavigste :_I

I

| |FFFFFFFFFFFF

‘4?03

[FFFFFFFFFFFF

|FFFFFFFFFFF2

f1

Lefledle

Ledle

Ok I Cancel |

1. MAD Admin Key (Default=FFFFFFFFFFFF):
The key works for the Administrator to plan the MAD application and it can assign the AID and it's
mating sector number.

2. MAD-AID (Hex, Default=4703):

If you have already applied for an AID from Mifare MAD group, you may set this AID number into
MAD-AID to become the identifier of your application. (Or you may assign AID number by

yourself for your application if you did not apply an AID from Mifare MAD Group.). The default 4703 is
the AID for Access Control & Security applied by GIGA-TMS INC from Mifare MAD Group.

3. App Admin Key (Default=FFFFFFFFFFFF):
The key is used for managing the data in the Application Sector. It can be used for Reading and Writing
the data.

4. App Key (Default=FFFFFFFFFFFF)
The key can only read the data. SmaFinger Reader is using the App Key to authenticate with the card.

5. Max App Sectors (Default=1) for multi sectors in use.

6. Password (Default=Blank)

The SmakFinger Card Issuer software is designed for a logon password protection. If you set up
a password, you hawve to enter the password every time you open the SmaFinger Card

Issuer program.

7. Encrypt (Default=None)
Fraud prevention. Select Encrypt Mode (None, Encrypt 1, Encrypt 2, Encrypt 3, Encrypt 4, and
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Encrypt 5) to protect your card data. (Note: Encrypt mode must to work together with the same
encrypt mode of SmaFinger configure utility.)

8. Card Max Templates(Default=2)
Set the max fingerprint templates for User Card and Enroll Card.

9. Save & Load
You can sawve all configurations as a file. You also can load all configurations by the configuration file.

Note. When you exit the SmaFinger Navigate, it would automatically store all these keys and parameters you
have set. You should as well as sawve all these files to awoid any problems.

10. Start Up (Default=Start from Navigate)
You can start this program from Navigate or the main window.

11. Language (Default=Local Language)
It auto detects you language.

12. Reader Modes (Default=SF600 Series)
Choose the product kind (SF500 series or SF600 series).

13. Assigh Programmer (Default=Normal)

Configure [x]
File

—General

|FFFFFFFFFFFF

—Agsign Programmer ———————————————— %

achine Dy |1 vl —_—
Commport] iCOh-H ,I |

Auto Scan Assign

Cancel

Azsign Programmer I AutoScan... .:J

Ok | Cancel |

In normal mode, you connect the programmer (SF600P/SF500P) and auto scan it to enroll fingerprints.

In assignh mode, you select "Auto Scan..." and choose the comport and reader ID to assign the reader

to be programmer. You also can click "Auto Scan" to detect the reader. Click "Assign" and finish assigning the
programmer.
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3.11.3 SmakFinger Fingerprint Update Window Details

SmaFinger Fingerprint Update [for Readers) [g|

Select Fingerprints from Databasze for Saving or Deleting from Reader .

% Given MNatne | SUrnEmeE | Sex | Wieggand | Fingerprints | Selected. . | L
% { | Oaen Gerard Masculine 22336 3 [
[} D Angelica Hess Fetminine ] 2
— Oeincu Warma Feminine 22341 3
% O chakaya Feminine 22345 2
D Drary Teny Masculing 22350 u]
D Jin Chan Masculing 22335 5
D Jones Chizrg Masculine 22330 10
w D Juergen Klinzmann Masculine X357 5
% Cxevin Feminine 22334 2
I O ttarie Ko Feminine ity 2
D Paul Wictor Masculing 22340 2
“ D Peter K Masculing 22343 10
D Rani Bohira Fetninine 22344 3
D Ravi Sharma Masculine 22345 2
O santoso Masculine 27349 1 )
D Ulrich hueller Mazculine 22346 2 v
E Select All Users E Cloze
= n

Fingerprints

Database Click to go back to SmaFinger Database

Reader Click to open the next window to append to/delete from readers the fingerprints.
Select All Users Click to select all users in the database.

Unselect Users Click to cancel selection of all users in the database.

SmaFinger Fingerprint Update (for Readers)

Select Readers and AppendDelete Fingerprints in Readers.

Machine ID| Status |Acti0n Caormmport
1 Ready COM1

%J Datsbase

Delete Al
Fingerprints

Configure
Reader

Select
Readers

Close

Selected Fingerprints: Indicates the number of fingerprints selected.
Append Fingerprints: Click to append fingerprints to reader.

Delete Fingerprint: Click to delete selected fingerprints.

Delete All Fingerprints: Click to delete all fingerprints from the reader.
Configure Reader: Click to open Mifare Utility Reader and configure.
Select Reader: Click to select readers - in case of multiple readers.

129
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3.11.4 Card Issuer Interface Window Details

Issue SmaFinger Card

M

I \wWiegand TE2 Flaw [ ata |

0 Bisee [ -
s e L

Zeri =0 Btse [® -
[ Az Step fon Seral Mumber |21

Rawe D ata

—Aecess Mode —|
i Cand Orly

Remain capacity

Card Hald= Ini

Fiaw D ata

ASZCTII Btring Edit

—access Mode —
* Caid Only

ex Code Edit

Remain capacity

Card Hold=r Inlormation [0 ptonal]

—access Mode
# Caid Only [ Card+Fingenprint
Tw—— 9

Firngesprict | Read Card | ‘wihite: Card | Cloze |

Wiegand: " Syst em Code", "Site Code" and "Serial Nunmber"

1. Auto Step: Automatically step the numbers. If this function is enabled, it will step the number with the
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set step value for the sequential number. This function is only good for the "Serial Number" field.

Fields

Bit Size Memory Order

System Code

8-42 |3 (MSB)

Site Code

8~42 2

Serial Number

8~42 |1(LSB)

2. Format as below: (Max 16 bytes for Wiegand Format)

Remark: The SmaFinger reader will read number of data size by "Number Of Bits" set.

Example for Wiegand 44bits (Standard Bits Sequence and "Serial Number" bit size=18):

Parity Syst em Code Site Code Serial Number Parity Bit
Bi t
Even b16 b8 b1l b18 Qdd
b1 b1
b44 (Even) b23 b22 (Odd) b1
TK2:

131

1. Auto Step: Automatically step the numbers. If this function is enabled, it will step the number with the
set step value for the sequential number. This function is only good for the "Serial Number" field.
2. Format as below:

Fields

Length

Memo

Serial Number

2~24 You can set Auto

Raw Data: | nput Hex Code in

Edit".

"Hex Code Edit" or I|nput ASCII

string in "ASClI

Card Holder Information: to input Surname, G ven Nane, Sex and User Data

Access Mode: to choose issue "card only" or "card+ fingerprint”
Fingerprint: to enroll user's fingerprint into database. (See Enroll Fingerprint)
Read Card: to read user's data from card.
Write Card: to write the changes in to card.
Available Capacity: indication of the card remaining capacity.

Close: to close the window.

String
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Managing User Database

SmakFinger Users Database contains all registered users' fingerprint and card data. You
can "Add New", "Edit Data", "Remove Data", "Create Black List", "Enroll to Machine",
and "Issue User Card from database".

SmaFinger Users Database - SFE00 series

Given MName | Surname | Sex Wiegand | Fingerprints _ﬁs

Fingerprint

—Card lssue —

* & = 4

Add MNew User Edit User Remaove User Updsate Reader

Data list: to list users in database

Add New User: to insert a new user. (See Add/Edit User )

Edit User: to modify user's data. (See Add/Edit User )

Remove User: to delete user from database

Update Reader: to enroll user's fingerprints from database to SmaFinger Reader.

(See Update SmaFinger Reader)

Fingerprint: to enroll user’s fingerprint into database. (See Enroll Fingerprints )

Issue Enroll Card: to issue Enroll Card that can enroll user data form Card to SmaFinger Reader.
(See Issue Card from Database )

Issue User Card: to issue User data from database to Card. (See Issue Card from Database )
Issue Delete Card: to issue Delete Cards to delete users that enrolled in SmaFinger Reader.
SmaFinger Programmer Type: Auto display SmaFinger Programmer Type. (See Detect Programmer Type )
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3.11.5.1 Add/Edit User
Wiegand:
1 Sel ect Edit User Data || Add User Data x|
[ W egand] TK2 | Raw Dala | Tk2 | Raw Data |
BilSize [0 B Bit Size |0 |
2 | nput _ Syst em Bit e |3 =l g 5 BilSiz= |8 =]
Code, Site Code BitSiz= [16 = [szs02 BitGize |15 =]
and Seri al
Nunmber in the
W egand F| el dS r— Card Holder Infarmation [0 ptional] r~ Card Holder Information [Optiohal]
) Surnancll [ I
. & IMember ame I
3 Cick [Add] or [Viascuine =] EEE [ =
[ Update] to save P pp—— 54% || Remaincapaciy [ a3
al I W egand Update | Cancel Add | Cancel
Fields into
dat abase.
TK2:
1 Sel eCt [TK2] Edit User Data E‘ Add User Data E‘
‘wisgand Tk2 Raw Data | ‘wiegand 1 Tk2 Raw Data
2 I nput _ Seri al Seria e | EEFEED Gerial Husber || [EEYEEPTY
Number in the | e -
TK2 Fi el ds.
3 Click [Add] or
[ Updat e] t 0 save i~ Card Hnldarlnfnrman[Elphc..mlj - Card Holder Infarmation [Dlptic...ah
all TK2 Fiel ds I [ |
i nto dat abase. [Masouine =] [ =
Fiemain capacity | |52% Femain capacity | |3z
Update | Cancel Add | Cancel
Raw-Data:
1 Sel ect [Raw R /[ 44 User Dara o
Dat a] Wiegand | Tk2 [ Rawisa | Wisgand | Tk2 [ Rewbee |
L L
2 I nput Hex Code
in "Hex Code P ?m
Edl t" Or I nput 16 CD 5B 07 17 CD SE 07
ASCI | string in
" . - Card Holder Information [Optional) - Card Holder Information [Ciptional)
ASCI I St r I ng A olaer norma {[ul g} |]D:ll:mo A older norma |on ID 101
Edit". |
Mazculine IMascuIine -
3 CI | Ck [Add] or Femain capacity | |52% Fiemain capacity | |3z
[ Updat e] t O save Update | Cancel Add | Cancel
data into
dat abase.
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Card Holder Info:

11 nput Sur nane, Edit User Data H‘ Add User Data E‘
G ven Name, Sex k2 Raw Data K2 | (Rlpo Dkt
and User Data -l Bit Size |0 | 2 | Bit Sizz |0 &3
[s1 BitSize |8 | = o1 Eil Size |3 |
2 Click [Add] or [s2502 BitSize [16 =l [s2503 Bit Siz= |15 =
[ Update] to save
all Card Hol der
I nf o | nt o i~ Card Holder Information [Optional) r— Card Holder Information [Optional]
dat abase. T oo :
S | Masculine 'I ﬂ IMascuIine -
Remain capacity | |54% Remain capacity | |83%
Update | Cancel Add | Cancel
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3.11.5.2 Update SmaFinger Reader

TK2 | Templabes

Ada Chan Feminine E954Z1413 1 . .

T Flia ey BT selected Fingerprints count
A Wang M BO54214170

Alen O Mascudne

Ay F Esmmifie B954214164

Arthiir 6954214162

Baly Masculne 9542141753 :

Baly Chiso Mastulne 9542141642 User list

select (AN Finger,
TTnselect (A1) Finger

User list: to select one of tore users to enroll fingerprints.

Select All: to zelect all uzer s fingerprints.

Un-Select All: to cancel all uger’s selected fingerprints.

MultiDevice: to set more readers to update, (refer to Update Multi-Eeader)
Delete All: to delete all fingerprints in SmaFinger Eeader

Delete: to delete selected fingerprints in SmaFinger Eeader

Append: to append selected fingerprints from database to SmaFinger REeader

Close: to close thiz window
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3.11.5.3 Enroll Fingerprints

Enroll Fingerprint:

|

B

=elected finger (Fed point)

Enrolled finger {Green)

Eight Hand

V| | — -

Left Hand

Crelete Al

Feagister | Delete

Cancel ] |

Delete: to delete selected finger’s Ongerprint.
Dielete All: to delete all fingerprints.
Cancel: to cancel all changes and close thiz window

OK: to zave all changes and close this windew

Regster: to enroll fingerprints

PUT

your
finger

I

Emrall Finger

Put finger 1st time

Cancel

Indicate Action

Enroll fingerprint times

Artion message

Stepl:

No.1 light is on;

pl ease put one of your
fingers on SmaFi nger
Programer’s sensor.

923

Enroll Finger
Fut finger 15t time
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Step 2:

When you hear a beep,
or see message "renove
finger" renove your
finger from SmaFi nger
Programer .

*SF600 series users
i gnore Step3-4

029

Enrall Finger

Step 3:

When No2 light is on,
Pl ease put the same
finger again on

SmaFi nger Programmer’s
sensor.

*Only works for SF500
series

0239

Enzoll Finger
Put finger 2nd time

Step 4:
Repeat the Step 2 and

Step 3 for the 3rd
time enroll ment.

*Only works for SF500
series

Enroll Finger

Put finger Sxd time

Step 5:

Put your finger on
SmaFi nger Programrer’s
sensor to verify
fingerprint.

Venfy Finger
Put finger 15t time

Step 6:
This window will close
when verification is

successful. O herw se,
pl ease repeat step 1
to step 5.

Q029

Verifyy Finger
Faill Re-try Enroll Finger!

Caricel

3.11.5.4 Issue Card from Database

137

The procedure to issue the Enroll Card and the User Card is the same. The Enroll Card will enroll the user data

and fingerprint from database to card and then to SmaFinger Reader. And the User Card is for access by

verification of user’s fingerprint in Card Only mode.
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St epl:

Sel ect one of the
users fromthe user
list.

Add New
User

Pemove
User

Update
Rzader

123456789 10

Fingerprint |
I=sue
Uszer Card
Issue
Enroll Card
I=zsue
Delete Card

Step 2:

Click "lssue Enroll
Card" to issue
Enroll Card. Cick
"l ssue User Card"
to issue User Card.
*It will issue a
card i medi atel y
when t he user has
enrol |l ed even one
fingerprint.

Add New
User

Edit
User

Lemove
User

Update
Deader

122456723 10

€3

Fingerprint |
Issue
User Card
I=zue
Enrell Card
Issue
Lelete Card

Step 3:

Sel ect fingers that
you want to issue.
*The max count of
fingers you can

sel ect is defined
by SmaFi nger Reader
and limted by card
capacity.

s weeren mr———
~ Select Multi-Finger for Enxoll Card

\I/BA\'}

@0 O

Remain capacity

0K

Cancel

Step 4:

Click "OK" to issue
card.

Click "Cancel" wll
close this w ndow
wi t hout issue.

Select Mulh-Finger for Enroll Card
Available

\"I \“'

@0 o

Remain capacity

0K

Cancel
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3.11.5.5 Detect Programmer Type
There are three statuses in programmer detection.

Status 1: First time (Never recorded any user’s fingerprirt.).

Detect Reader X Detect Reader &

P A

Search SmaFinger Reader ... Please Connect SmaFinger

Progr time!

Status 2: Auto detect SmaFinger Programmer type.

Detect Reader X Detect Reader DI
Search SmaFinger Reader ... Using SF600 series

Status 3: No connected programmer (Y ou have recorded more than one type of fingerprint.).

Detect Reader X Detect Reader X
Select SmaFinger Beade
'D (" SFS00 series ¢+ iSF

Search SmaFinger Reader ... AutoScan Fail

et x|
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3.11.6 Updating Database of Multi-Readers

Run the software
"SmaFinger Card

Issuer”

Click "Configure
Reader and
Append/Delete

Fingerprints"”

& SmaFinger Navigate

Format and 22ue Cards

Connecton Checking

ﬂ Modiry Database and le=ue Cards from Database

Card lzzuer

( Configure Reader and Append/Delets Fingerprints i ) “
SO ——-'_"'_'":'._.J

Configurs leauing Sattinga

Programmer

Uzer Manual and Help

IEEEIEI’S

W Ahways Start from Navigaie

Refresh List

Click "Readers"

SmeFimger Fingerprint Dpdate (for Readers)

Sakct Fingsrerinte frem Databass for Saving or Deleting from Readsr.
E Creen Hame | Sumams Sex TKZ | Fingsmpnnts | Selected. | Rl
i [m Chan Ferminne 8554214136 10 ]
(=] O san Chen WMasculine B5L21 4142 10

\g [ 4iien \Wang Masculine BEE4T1 4170 10
ﬁ O &lien Qne Mbscuine 9E42141843 i B

- |Oamy Feminne AEEZI418S 10

T 554714162 3

o | O eary Waecuing BE42141753 10
3 O Bary Chiag Wsgcuing 8542141842 0
i O eruce Wu Waeculng 9542141422 0
4 O ewgenz Hau B44ETIE 10

O ciny Teai Feminn= A834214123 5
ﬁ O Dany Teng Masculne BEEL2M411B 10
O e Huang Masculine BE5L21 4137 10
O D b iascuine AL5471 4180 ]
O G=nize Chen Feminne EEEL 4124 10
Doreco Ln Wrzcuing 6554214155 n ~
B soeoaluzes | 8 | Liea
= "
Fingerprinta(1 8764 500)

Click "Select Readers"”

SmsFinger Fingerprmd Update {for Readers)

Select Readers and AppendDetste Fingerprints in Readers.

Mochhe D | Stams | Action

Commport | Fingerprnts |

Raady

i
g 1

COuWZs 1878

Fingarprinie

Di=l=ie
Fingerprints

Dekita Al
Fingarprinie

Configure

Select
Readers.

Linag

Fingenprnks| 185
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Select Machine ID

Select Readers

-

[ <][oftine | ﬂil
1 P —

P B

3

4

5

6

T

8 W

X Select Readers

Mark on the Machine
1D

If Machine ID is
existent. it will show

"Online"

Click "OK" to close the

window

El Select Readers

Refresh oK

| oee | xS | P | x1™

r b somwe| x] |Ilir | Slome|

~ 5 somwe| x| |NF |F=lome|

| lomwe| xJ| | I\ [IFlome|

[ gomee x| |J|1/ I Jlome| x|
I

Save fingerprints to
Readers

Auto update all of the

reader you enabled

EmaFinger Fingerprint Mpdate (for Renders)

|ssem Renders and AppendDeiete Fingemnns n Readers.

vaching D | sStstue | Acion

| Commper | Fngerprint

Ready

Resady

1
z
3
4

COM2E

COM25
COM25

append )
L Fingarprinia JLJ

Dizjete
Finganprinta

Deiztz A1
Fingerprins

T

Canfigure
Readar

141
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SmaFinzer Fingrrint Tpdate (for Readerz)

Sedncl Readers and AppendiTekle Fingerprnle in Readera,

Siachical ket h I 2 == I
|

- 1
E [ L&]1177-] Upkadegse (akan Chanh SOL2S 12 l
a 2

3 wran Couzs [

4 COuZE

If Reader ID is not
connect.it display
"Offline".

Raddes
Ay

If Reader ID is not

enabled.it display "---" —
I FIgEANES(20/13900)
| e wmmp ok ke
Auto Mark On
! Select Reader ID

2.Click "Refresh” o[ =]
3. Mark on the Existent [+ =]|offine ﬂJ Folr =]|onie ﬂJ

Reader ID | =]|ofine | x| W |2 =]lofine| x|
Click "Stop" to stop scan | o | x| | Jomee| x|

=1
Crm > o

Creating and Managing MAD card

If you are issuing MAD card, you may use "Format”, "k" and "Remowe AID" to create and manage
your MAD card.

1. Click Format to create your MAD cards and include your AID.

You may format all new cards with MAD format first. After formatting, all the sectors on the card will be
protected with MAD Admin KEY (KEY_B). If you have set AID when you configure to set the SmaFinger
Card Issuer parameters, it will write AID into MAD Sector when you format the cards, and it will
automatically mate AID to Sector #1 and the Sector #1 will be protected with App Key (KEY_A : Read
Only) and App Admin Key (KEY_B: Read/Write).

Note: If Sector#1 has been used by other application, it will mate AID to Sector#2 or other free sector
when the card is formatted.
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To format a Non-MAD card to a MAD format card, for example as below (AID=4703):

% SmaFinger Card leeuer - COMZA

GIGA-TMS INC. Smakinger Card Issuer
) vality, Delvery &3evc®.  tor Smart FingerprintReades viins

| CardSM | Class | Type Level | Status
ZA05TADNA NIFARE 1K KADT Admin

App Sectar Pass

Seccor #1

Elogk0( CO00D00Q000000000000000000000000
Bloockl  00000000000000000000000000000000
Elockd 00000000000000000000000000000000
Start Format Card...

Format Jector 1 CK

Format Secter 2 QK

Format Jector 3 QK Q
Format Secter 4

% SmaFinger Canl Trsums - COM4 (= |5 %]
GIGA-TMS INC. SmaFinger Card Issuer
Ruality, Delivery & Service
' for Smart Fingerprint Reader vi.a1
| R App Secior Pass
NAD AID N80 i T .
Lzer Data Sector #1
Fingerprint=
Set MED Jyatem Infomatioo -
Formac COK(Save 15 Sector i freel
Dalabes
| -
—MAD AD Wiap f £
~ User Dala Seclor 81 —=== . === o ’
FRgement nisrmation ofthe Card (Black SEe = 572 Byies) p1] LonTgure
T |

Note: All fingerprint modes need to use the card in MAD format.

2. Use Assignment to assign your customer AID into your MAD card.

You may also put the Customer AID into your MAD card and you may assign the Customer AID to use the
Customer Sector#. And let the Customer Sector# be protected with Customer Admin Key (KEY_B: Read /
Write, Default=FFFFFFFFFFF2).

For example, to assign the AID=5678 to Sector 2 with KEY=B0B1B2B3B4B5 (KEY_B) proceed as
below:
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Assignment - TCECE686 x|
L NG
I o> =l
| Customer Aduin Key (BOB1B2B3B4BY

Agsignment Cloze % EmaFinger Gand Tasner - COM24 Eo&x

— GIGA-TMS INC. SmaFinger Card Issuer
6) Quality, Delivery & Service

for Smart Fingerprint Reader vi.ir

Card 5H | clagz | Tvoe | Level | statue | Befraen Lit
ZABITADA WFARE 1K MADY Admin RM  App Sector Pasa
-
sector #1 Semrch PCRI0
Blockd  C©O000000200000000200000000000000 auuseuseasnnsans —
Blockl DOO00O00I00000000000000000000000 @vnenenonennann
Bleck? DOOO0AO0I0AOTDOOAI00000AB0I0000D . ... .. ... ... N,
Uzer Card
WAL Card
. Format I
New Customer AID in the
ABznmEnt I
MAD Sector. R=moge AD I
~MAD AD Map / £ |
1 2/.~"a : 5 & 7
[ 7oz || a2 || wono ][ wooo || owon || woen || oo |
E] Dalabage
| 0000 || Do0n || o000 || 000 || 0000 || 0000 || o000 || 000 | ]
il -
= Usar Data Sackor £1 o | [r]
Fngerprints | configurs

3. Click Remove AID to remove AID from your MAD card.

You may also to remowve the issued AID from your MAD card. The AID pointer sector will be free and
protected with MAD Admin Key after the AID be remowved.
For Example, to remowe the AID=5687 from your MAD card.

| e
Remove AID - TCECE686 x
L B El
DEESEOREE SRS [5061628.38485

Cloze

Note: The customer Admin Key must be set in "Customer Admin Key" field, to free the AID pointer
sector.
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3.11.8 Replacing Manager Enroll/Delete Cards (SF601/610)

When your Manager Enroll/Delete Card is lost/damaged you can create a new card for replacement as follows:

1. By Reset-Pin Jumper

2. By SF Formater

3.11.8.1 By Reset-Pin Jumper

Replacing Mode

Read Card

No Card

Replace

Manager Enroll Card

Read Card
I B .

No Card

Replace

Manager Delete Card

Step 1

1. Power-Off the SmaFinger Reader.

2. Open rear cover.

3. Shift Reset-Pin Jumper to short the left and middle
pins as shown in the diagram.

4. Power-On the SmaFinger Reader.

Step 2

The reader will turn on in Replace Enroll Card Mode with
the LED blinking in green. Read a new card. The reader
will change with a beep to Replace Delete Card Mode
and the LED will blink in red. The card can now be used
as replacement for the lost/damaged Manager Enroll
Card.

To exit the Replacing Mode, power-off and shift the
Reset-Pin Jumper back to middle and right pins.

Step 3

When the LED blinks red the reader is in Replace Delete
Card Mode. Read a new card. The reader will then
change with a beep to Replace Enroll Card Mode and the
LED will blink in green. The card can now be used as
replacement for the lost/damaged Manager Delete Card.

To exit the Replacing Mode, power-off and shift the
Reset-Pin Jumper back to middle and right pins.

Step 4
When Step 3 is finished SmaFinger Reader goes back to
to the Step 2.

To exit the Replacing Mode, power-off and shift the
Reset-Pin Jumper back to middle and right pins.
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3.11.8.2 By SF Formater

SF Formater should have been installed as illustrated in chapter 1.5 Installation of SF Formater

/’

Connect
Card
Issuer

PCR310U

to PC, a

green light /
willturn /
on.

\

/

On PC Desktop click Start/All
Programs/GIGA-TMS/SmaFinger Formater

E Microsoft word

ei Mozilla Firefox
|a Pictureviewer

[
Adobe Reader 9
@ THT - Screen Caplbur
ﬁ IMif arer eader | klity

all Programs B |

|
start

@ pe
|

| [@ Windaws Live 3

@ Mozilla Firefox 3
Microsoft Excel

Microsoft PowerPoint

Microsoft Word

[@ Real k

@ Morkan Ghost 3
[@ Skype »
B windows Defender

@ CQuickTirme 3
[@ Download Accelerator Plus (DAPY

[@ pdfFackory:
= Audacity

E Taskbar Shuffle
Ml GIGA-TMS

[@ Azhagi 3
A~ Acrobat,com

H Adobe Reader 9
I Irfantiew

T Microsoft H@ »

ﬁ MifareReaderlUilicy

‘ 1‘,' SmaFinger Formater

| @ smaFinger Card Issuer

i
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'.SmaFinger Card Formater - COM1

Card SN | Status

I Auto Scan

|z=ue tanager

Remain capacity |

ErralliCard

Iz MEGEr
Delete

Configure

1
SmaFinger Card
Formater will open.

Card Holder Information (Cptional)

|zzUE Multi-LII 2
Card

Click 'Auto
Scan’

|zzue Clean CHm I I

Eormat f 3

Surnamel

Comport
number should
be displayed.

T Format
O Fingerprint
Format 1
T Mew-Mitare-Carr I

J

maFinger Card Formater, - COM1

Card SN | Status

TESF594C  Empty Card+Finger Card

Remain capacty I | 35%;

Bt |0 ]
Bt |8 |
Bt |16 |

¥ Auto Step for Serial Mumber |1

—Card Holder Information (Optional)

(=

.......................................... T
I e I Enroll Card

! lzzue Manager
EEmEN | Delete Card

lzzue Clean Car

Eormat for
Card+Fingerprint
Format far
Fingerprint Only

Wite Card

Format far

gessie Mewy-Mifare-Card

1

Insert a blank
card in to the
cradle of
PCR310U.

2

Click Issue
Manager Enroll
Card/ Issue
Manager Delete

Card. /
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Remain capacity

v Auto Step for Serisl Mumber |1

Delete Card

—Card Holder Information (Optional)

Wirite Card

lzzue Muti-User
Card

lzzue Clean Card

Farmat for
Card+Fingergrint

Read Card

Format for
Mesne-Mifare-Card

148
' SmafFinger Card Formater - COM1 \
Card Skl | Statuz Auto Scan lzzue Manager
7E5FS94C  Manager Card-Enrol Enrall Card
Configure |l=zue Manager

Manager Enroll
Card is ready.

Remove card. /

SmaFinger Card Formater - C

Card 3N | Status

TEEF394C  WManager Card-Delete

Remain capacity

Auto Scan

|zsue Manager
Enrall Card

Configure

Iz=ue Manager
Delate Card

lzzue Mulki-User
Card

lzzue Clean Card

—Card Holder Information (Optioral)

SLFMEmE|

Mewy-hifare-Card

Eormat for
v Auto Step for Serial Mumber |1 Card+Fingerprint
. mat far
il Fingerprizt Cnly
Read Card fernation ke Manager

card.

Delete Card is
ready. Remove

P4
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Index
A -

ABA-TK2 110, 113, 114

Access by Card 39, 99

Access by Card + Fingerprint 89
Access by Fingerprint 39, 99
Access by Fingerprint + Card 99
Add/Edit User 132

App Key 127

App. Sector Data 125

Append Fingerprints 50, 129
Assign 127

Assigning Machine ID's 33
Assignment 142

Auto Scan 17

AutoScan...NG 45
AutoScan...OK 67

B -

baud rate 98
Baudrate 114, 115
BCD (Standard) 114
BINto DEC 114
Binary 115

Blank Mifare cards 9
blue connector 28
Brown Wire 111, 120
Buzzer 120

Buzzer control 111
buzzer hole plate 108
Bytes to DEC 114

_C-

C+F 84

C+F Card Deletion 84, 86

cable WAS1487 28

Can't Find PCR310U 40

Card + Fingerprin 78

Card Dataor CSN 98

Card Issuer Interface Window 130
Card Max Templates 127

Card Present 57

card sector blocks 71
card without fingerprint 40
Card-A 9

Card-B 9

Card-C 9

CD Disk5288 9

CD explorer 10

clock 118

Comport number 10, 28
Configure Window 10
Connecting to Controller 95
controller 77, 94
conwvenient time of the day 63, 67
CRD Kit 9, 103

CSN 110

CSNOnly 98

Customer Admin Key 142

D -

Data 110, 114, 127

Data Conwersion 98

Data List 132

Database 57, 110, 129
Decimal String 114
default settings 16
Delete 45, 53, 67

Delete Mode 77

Delete All 45, 53

Delete Card 63

Delete Fingerprint 129
departed users 63
Detect Programmer Type 139
Direct (Memory Map) 114
Disk5277 23

Disk5288 10

Disk5333 17, 28
dismissal 63

does not match 77, 94

_E -

EM 125KHz Card 103
Encrypt 127

Enroll Mode 75, 76
Enroll Card 57

149
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Enroll Finger 78

Enroll Mode 89

Enter name and gender 40
entry point/terminal 67, 78
environment 105

European Union 105
External Invalid Status 120
External LED 120

_E -

failed to register 71

FAR 110

Fingerprint Capaciy 106
Fingerprint validation 106
Firmware Upgrade Utility 123
Format 142

“H -

Header 115
Hex String 115
How to... 97

Integrated System 9, 78, 99
Issue Delete Card 63

_L -

lacking a finger 71
LED/Alarm Configuration 111
LSB first 113

M -

MAD 102

MAD - AID 109

MAD Admin Key 127

MAD card 101, 109

Manager Delete Card 77, 89
Manager Delete Card, Replacing 145
Manager Enroll Card 75, 76, 89
Manager Enroll Card, Replacing 145
matches 77, 94

MF700Kit 17

Mifare Reader Utility 67
Mifare/Felica 100

Mifare® 1K Card 103
Mounting 108

MSB first 113

multi-reader 53

Multi-Reader Connection 121
Multi-Readers 33, 50, 140

-N -

New Hardware Wizard 23
No Card 57

No Match Reader... 45, 67
Non-MAD 142

normally open type 122

_ 0 -

Offline Deletion 63

Offline Enrollment 57

Operation with Database (Online) 39
Operations with Database (Offine) 39
Operations without Database (Offline) 39
Operations without Database (Online) 39
outdoor usage 108

_P-

parity even 118

parity odd 118

PCR310U 10

physical cleaning 108

Port is closed please press Key Search 40
Power Consumption 106

programmer 16

Put Finger 78

put your finger 40

‘R -

random RFID code 39
randomly generated code 75
Read Card 110

Read OK 57

Reader 110, 111, 140
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Reader ID 28, 110

recycling 105

reformatting 84

Refresh 53

Register Users' Fingerprint 40
Remowe AID 125, 142
Replacing Manager Enroll/Delete Cards 145
Reset-Pin Jumper 145
resignation 63

Rewerse data sequence 113
RS 232 113

RS 232-USB Conwerter 17
RS232 17,115

RS485 121

_S-

sawe settings 117

Scan Mode 75, 76

Sector Blocks 63, 78

Select All Users 129

Select Readers 50

Select Users 45

serial number 132

SF Formater 35, 86, 146
SF6O0OP 16

Singal Pulse Diagrams 118
SmakFinger Card Issuer 10
SmakFinger Card Issuer Program 125
SmaFinger Fingerprint Update Window 129
SmaFinger Navigate 10, 57
Standalone System 9, 99
standard data sequence 113
Standby Mode 75, 76

Start Check 123

sunshine or rains 108

system generated Enroll Card 78
system generated Enroll Cards 39

ST -

Terminal 120

terminal resistor 28, 33, 121
TK2 code length up to 48 98
TK2 Format 130

Tpi 118

Tpw 118

Trailer 115

U -

Unselect Users 129

up to 10 fingerprints 75
Update Reader 140
updated 123

USB Cable Driver (Prolific) 10
User 132

User Card 71, 75, 76, 78
User Card -A 103
UserCard-B 103

User Card -C 103

User Card-B 89

user name 132

_V -

Verify Finger 78
verify your finger 40

W -

WebISP 123
wheeled bin label 105
Wiegand 110, 113

Wiegand Format 130
With Database 99
Without Database 99
Write OK 71
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